AWS Tenant Infrastructure Permissions

List of permissions

The following AWS permissions must be granted to install Seqrite HawkkScan on your AWS

infrastructure:

AmazonEC2

deregister image

modifylmageAttribute

describeKeyPairs

createKeyPair

describelnstances

describeAddresses

describeVpcs

describeSubnets

describelnternetGateways

describeTransitGatewayVpcAttachments

describeRouteTables

describeSecurityGroups

describeNetworklInterfaces

describeNatGateways

describelmages

copylmage

createTags

allocateAddress

ModifySubnetAttribute

AuthorizeSecurityGrouplngress

CreateLoadBalancer

CreateNatGateway

RevokeSecurityGroupEgress

RevokeSecurityGrouplngress

AuthorizeSecurityGroupEgress

UpdateSecurityGroupRuleDescriptionsEgress

DeleteSecurityGroup

ModifySecurityGroupRules

UpdateSecurityGroupRuleDescriptionsingress

CreateNetworklInterface

CreateNetworklInterfacePermission

DeleteSubnet

ReleaseAddress

DeletelnternetGateway

DeleteNatGateway

DeleteNetworkInterface

DeleteNetworkInterfacePermission

DetachinternetGateway

DetachNetworkInterface

Runinstances

Terminatelnstances

DisassociateRouteTable
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DisassociateTransitGatewayRoutetable
DeleteVpc
CreatelnternetGateway
CreateVpc

CreateSubnet
DescribeAvailabilityZones
CreateRouteTable
CreateRoute
AttachinternetGateway
AssociateRouteTable
ModifyVpcAttribute
DescribeAccountAttributes
CreateSecurityGroup
DeleteRouteTable
DeleteRoute
ReplaceRouteTableAssociation
ReplaceRoute

AmazonCloudFormation | deleteStack
createStack
describeStackEvents

AWSCertificateManager | listCertificates

AWSServiceQuotas getServiceQuota

ELB V2 Full access

AmazonRoute53Domains | getDomainDetail

AmazonRoute53 changeResourceRecordSets
listHostedZones

lam createRole
detachRolePolicy
PassRole

DeletelnstanceProfile
AttachRolePolicy

DeleteRole
CreatelnstanceProfile
AddRoleTolnstanceProfile
RemoveRoleFromInstanceProfile
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JSON Text
{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorQ",

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGrouplngress",
"elasticloadbalancing:ModifyListener",
"ec2:ReplaceRouteTableAssociation",
"ec2:Describelnstances",
"ec2:CreateKeyPair",
"ec2:AttachinternetGateway",
"iam:AddRoleTolnstanceProfile",
"ec2:UpdateSecurityGroupRuleDescriptionsingress",
"ec2:DeleteRouteTable",
"cloudformation:DescribeStackEvents",
"ec2:CreateNetworklInterfacePermission",
"ec2:RevokeSecurityGroupEgress",
"ec2:CreateRoute",
"ec2:CreatelnternetGateway",
"ec2:DeletelnternetGateway",
"elasticloadbalancing:AddListenerCertificates",
"ec2:DescribeKeyPairs",
"ec2:DisassociateTransitGatewayRouteTable",
"ec2:CreateTags",
"elasticloadbalancing:CreateTargetGroup",
"iam:DeleteRole",
"ec2:Runlnstances",

"ec2:ModifySecurityGroupRules",
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"ec2:DisassociateRouteTable",
"ec2:RevokeSecurityGrouplngress",
"ec2:CreateNetworklInterface",
"cloudformation:DeleteStack",
"elasticloadbalancing:AddTags",
"ec2:DeleteNatGateway",
"ec2:CreateSubnet",
"ec2:DescribeSubnets",
"elasticloadbalancing:ModifyLoadBalancerAttributes",
"iam:CreatelnstanceProfile",
"ec2:CreateNatGateway",

"ec2:CreateVpc",
"ec2:DescribeTransitGateways",
"route53domains:GetDomainDetail",
"servicequotas:GetServiceQuota",
"ec2:ModifylmageAttribute",
"elasticloadbalancing:SetRulePriorities",
"elasticloadbalancing:RemovelistenerCertificates",
"ec2:ModifySubnetAttribute",
"jam:PassRole",
"ec2:DescribeAvailabilityZones",
"sts:DecodeAuthorizationMessage",
"jam:DeletelnstanceProfile",
"ec2:ReleaseAddress",
"elasticloadbalancing:CreateLoadBalancer",
"route53:ListHostedZones",
"elasticloadbalancing:SetSubnets",
"elasticloadbalancing:DeleteTargetGroup",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs",

"elasticloadbalancing:DescribeTargetGroups",
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"elasticloadbalancing:DeleteListener",
"ec2:DeleteSubnet",
"elasticloadbalancing:RegisterTargets",
"iam:RemoveRoleFromInstanceProfile",
"jam:CreateRole",

"iam:AttachRolePolicy",

"ec2:Copylmage",
"elasticloadbalancing:SetlpAddressType",
"ec2:ReplaceRoute",
"ec2:AssociateRouteTable",
"ec2:DescribelnternetGateways",
"elasticloadbalancing:DeleteLoadBalancer"”,
"elasticloadbalancing:SetWebAcl",
"elasticloadbalancing:DescribeLoadBalancers",
"iam:DetachRolePolicy",
"elasticloadbalancing:CreateRule",
"ec2:DescribeAccountAttributes",
"ec2:DescribeRouteTables",
"elasticloadbalancing:ModifyTargetGroupAttributes",
"ec2:UpdateSecurityGroupRuleDescriptionsEgress",
"route53:ChangeResourceRecordSets",
"ec2:CreateRouteTable",
"ec2:DeleteNetworkinterface",
"elasticloadbalancing:DeregisterTargets",
"ec2:DetachinternetGateway",
"elasticloadbalancing:ModifyRule",
"ec2:DeleteVpc",

"ec2:Deregisterlmage",
"ec2:DescribeAddresses",
"elasticloadbalancing:CreatelListener",

"ec2:DeleteNetworkiInterfacePermission",
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"ec2:DescribeNetworklInterfaces",
"elasticloadbalancing:Describelisteners",
"ec2:CreateSecurityGroup",
"acm:ListCertificates",
"ec2:ModifyVpcAttribute",
"elasticloadbalancing:DeleteRule",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:Terminatelnstances",
"ec2:DetachNetworkinterface",
"elasticloadbalancing:DescribeTags",
"ec2:DeleteRoute",
"elasticloadbalancing:*",
"ec2:DescribeNatGateways",
"ec2:AllocateAddress",
"ec2:Describelmages"”,
"cloudformation:CreateStack",
"ec2:DeleteSecurityGroup",
"elasticloadbalancing:DescribeTargetHealth",
"elasticloadbalancing:SetSecurityGroups",
"ec2:DescribeTransitGatewayVpcAttachments"”,
"elasticloadbalancing:ModifyTargetGroup"

1,
"Resource": "*"

Seqgrite HawkkScan www.seqrite.com




