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Version History

Version History

Doc Version Date Comment

1.0 March 12, 2025 Segrite Threat Intel 1.0

1.1 March 25, 2025 Included section on Vulnerabilities and Adversaries
along with other editorial and formatting edits.

1.2 April 25, 2025 Included section on Intel Submissions and support
for STIX 2.0 file download format for Indicators,
Adversaries and Vulnerability Intelligence along with
other editorial and formatting updates.

1.3 May 20, 2025 Included section on Reports (RSS Feeds and Blogs)
and Adversaries on Intrusion Sets (APT,
Ransomware and Campaigns) and minor
enhancements for improving usability.

1.4 October 10, 2025 | e Segrite Threat Intel is now accessible from

Seqrite’s Centralized Security Management
Platform (CSM).
1.5 December 19, e STl -SMAP integration
2025 e Improved Intel submission workflow

e Commercial feed for Enrichment

1.6 January 23,2026 | e Introduced sector—based I0C segregation

1.7 February 13, e |OCrisk score life cycle is available to the users

2026 in the form of graph

e Reports section is renamed to Cyber News

1.8 April 10, 2026 e Added support for bulk upload of IOCs

e Added Multi-Factor Authentication (MFA)
support

e Added Forgot Password functionality

e Duplicate I0C Submission Handling

e Introduced Audit Log section to capture login,
logout, and forgot password activities

e Enhanced real-time IOC risk scoring

e Support for STIX/TAXII 2.0 feed URL

e Vulnerability Intelligence now displays severity
scores according to CVSS 2.0, CVSS 3.x, and CVSS
4.0 standards

e Zero Day Vulnerabilities are now displayed in
the portal, and the tag is automatically removed
once a patch is released
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Version History

Doc Version Date

Comment

1.9 August 21, 2026

Users can now select and view any number of
available columns across all configurable table
views.

Enable support for IPv6 addresses in the I10C
Value field for IP-type 10Cs submitted through
the Threat Intel Portal.

Users can now report an IOC as a False Positive
directly within the portal by providing a reason
for the report on the IOC Details page.

Bulk Search API and License-Based Quotas
Introduced a new Bulk Search API that allows
user to validate up to 1000 Indicators of
Compromise (IOCs) in a single request. This
update includes license-based daily quotas
(resetting at 00:00 UTC) and a new Search API
dashboard to track real-time usage and limits.
The data export limit has been increased from
5000 to 10,000 records across all modules,
including Indicators, Adversaries, and
Vulnerability Intelligence.

Introduced new Target Sector and Target
Country multi-select filters to the Adversaries
module.

NIST and CNA have been added as the primary
sources of vulnerability information and scoring.

2.0 September 11,
2026

Relocated Campaign Information in Adversary
New Feature: Dark Web Forums
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Introduction

Introduction

Seqrite Threat Intel is a real-time threat intelligence solution that aggregates intel from
various sources including QuickHeal’s rich Telemetry. This Intel is further processed and
disseminated over Segrite Threat Intel Portal. It provides actionable insights tailored to
industries like BFSI while ensuring compliance with regulatory requirements.

Seqrite Threat Intel 1.4 provides automated streams of useful threat information that
enterprises can ingest into their security tools to block threats or derive helpful insights. This
information includes traditional indicators of compromise (I0Cs) such as malicious Domains,
URLs, IP addresses, Malware hashes, Adversaries, Vulnerability Intelligence, Cyber Threats in
the form of RSS Blogs, Intel sharing between all Tenant etc. Information related to all the
threats are put together in STIX format and delivered to customers via the TAXII server.

Seqrite Threat Intel is powered by the Seqgrite lab process and detects millions of threats
every day. Information related to threats is messaged and put together in STIX format and
delivered to customers via the TAXII server. The following page details how you can obtain
Cyber Threat Intelligence (CTI) using the Trusted Automated Exchange of Intelligence
Information (TAXII) services.

What is STIX?

e Structured Threat Information eXpression or STIX is a language format used to
exchange CTI (Cyber Threat Intelligence). The STIX format is used to show
information related to indicator objects, malware objects and relationship objects.
Relationship objects link a common association between indicator and malware
objects.

e The STIX feed is in a standardized JSON format and conveys CTI data that can be
easily understood. It represents the common language where both entities client
and server, can use STIX for a common method of communication.

What is TAXII?

e Trusted Automated Exchange of Intelligence Information or TAXII, is a transport
protocol used to exchange CTI data over Hyper Text Transfer Protocol Secure
(HTTPS).

e TAXIl enables companies like Segrite to share CTl with other users by defining an API
that aligns with common sharing models.

e TAXIl is specifically designed to support the exchange of CTI represented in STIX
format.

e TAXIl integration with security controls such as SIEM, SOAR, TIP, enables
organizations to automate the sharing and consumption of threat intelligence,
thereby enhancing their ability to detect, analyze, and respond to cyber threats.

Copyright © 2026 Quick Heal Technologies Ltd. 8



Introduction

The TAXII and STIX Relationship
e The open-source projects of TAXIl and STIX standards were developed by the OASIS
CTI Technical Committee for the prevention and mitigation of cyber-attacks. STIX
indicates the cyber threat intelligence data and TAXII is the vehicle for the exchange
of that information.
e TAXIl is the mechanism for the transport of CTl represented in STIX format. You can

use TAXII services to share cyber threat information in a secure and automated
manner.

Relationship between Feeds and Collections
e As mentioned, STIX provides CTl data Feeds in JSON format. Feeds contain CTI data
from various collections.
e ATAXII Collection is an interface to a database of CTl objects provided by a TAXII
Server. It is used by TAXII Clients to request information from the TAXII Server.
e Itis common to use the term Feeds when referring to STIX CTI threat data with the

understanding that what comprises a CTl Feed is information from a Collection of CTI
objects.

Copyright © 2026 Quick Heal Technologies Ltd. 9



Cloud Deployment

Cloud Deployment

The Seqrite Threat Intel now also operates as part of a cloud-based deployment through its
integration with CSM (Centralized Security Management).

Accessing the Segrite Threat Intel

If you are an existing user follow the sign-in process using your credentials; if you are a new
subscriber, complete the following three steps to get started.

A. Register with Segrite Threat Intel/ Sign-Up with Segrite Threat Intel
B. Set Password
C. SigningiIn

A. Register with Segrite Threat Intel /Sign-Up with Seqrite Threat

Intel

To access Seqrite Threat Intel, you must first register using a product key.

Note: You will receive the product key after signing the agreement and completing the
milestone payment.

To register with Seqgrite Threat Intel, follow these steps:

1.

Enter the URL https://csm.seqrite.com/csm/signup/sti in the browser. The Sign-
Up page is displayed.

Click Register Here.

Register for Centralized Security Management page is displayed.

Select the Threat Intel Product Key checkbox, enter the product key, and click
Next.

Enter the Administrator Details like First Name, Last Name, Business Email
Address, Mobile No., Job Role, and click Next.

Enter the Company Details like, Company Name, Industry, Company Size,
Country, State, City, Preferred Product Language, and click Next.

If the email address is incorrect, click Click here to edit to update the email
address and click Confirm.

B. Set Password

Once you register successfully, you will receive an email with the activation link to set
password. To set a password, follow these steps:

1.
2.

Click the activation link given in the email.
Enter password and click Set Password.
The Sign in page is displayed.

Copyright © 2026 Quick Heal Technologies Ltd. 10
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Cloud Deployment

C. Signing In

To access Seqgrite Threat Intel, follow these steps:

1.

Enter the email ID, password and click Sign in.

The Two- factor Authentication page is displayed.

Enter the OTP you have received on your registered email address or registered
phone number and click Verify.

The Segrite Centralized Security Management License Agreement page is displayed.
Agree with the terms of SEQRITE END-USER LICENSE AGREEMENT and click Yes, | Agree.
The Segrite Centralized Security Management dashboard is displayed.

Click STI on the left pane. The dashboard of Seqgrite Threat Intel is displayed.

Forgot Password?

Follow these steps to reset your password:

1.
2.

E

Click Forgot Password? link on the Sign in page.

Enter your registered email ID, select the CAPTCHA checkbox and click Recover.
Instructions for resetting the password will be sent to your registered email address.
Open the email with the subject line Reset your password.

Click Set a new password button provided in the email.

On the Set Password page, enter new password, confirm password and click Set
Password.

Click Go to Sign In! and sign in with the new password.

Copyright © 2026 Quick Heal Technologies Ltd. 11



On-Premises Deployment

On-Premises Deployment

Seqrite Threat Intel is a web-based application hosted in Customer premises.
To access this portal, follow these steps:

1. Go to https://stip.seqrite.com/.

2. On the Sign In page, login with the provided credentials.

SEQRRITE

SEQRITE

Threat Intel Portal

© 2025-2026 Quick Heal Technologies Ltd. | Privacy Policy
3. Once authenticated, the user will land on the Dashboard.

Forgot Password?

Follow these steps to reset your password:

1. Click Forgot Password? link on the Sign in page.

2. Enter your registered email ID and click Send Code. The verification code/OTP will be
sent to your registered email ID.

3. Enter the verification code and click Verify Code.

Enter new password, confirm password and click Sign in.

5. Click Back to Login and login with the new password.

E

Copyright © 2026 Quick Heal Technologies Ltd. 12



Setting Up Organization and Analysts

Dashboard

An administrator sets up the organization’s structure, assigns user roles, and can disable the

account.

1. Setting up organization

e Segrite admin will create organizations within the portal.

e Admins assign an Organization Admin for each created organization.

2. Adding Users

e Organization Admins can add Analysts and assign roles such as:
o Org Admin: Full access to manage the organization.
o Org Analyst: Can view and analyse threat Intel data.

3. Disabling Accounts

e Segrite admins can disable organizations or specific analysts.

e Segrite Admin or Organization Admin can disable specific users of their

organization.

User Roles and Feature Access

The following table outlines the different user roles within Segrite Threat Intel and their

corresponding access permissions to various features.

Feature Org Admin Org Analyst
Dashboard o =
Indicator | o
Adversaries | o
Dark Web Forums M =
Vulnerability Intelligence B =
Submissions By Users M =
Integration

TAXII Details e h 4
Search API

SMAP v .
Cyber News = v
Admin

Add / View User v X
License e h 4

Copyright © 2026 Quick Heal Technologies Ltd.
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Dashboard

Feature

Org Admin

Org Analyst

Audit Log

v

X

Copyright © 2026 Quick Heal Technologies Ltd.
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Dashboard

Dashboard

The dashboard is the default page that is displayed after you log on to the Segrite Threat
Intel portal. The dashboard helps to navigate easily to all the features or components of the

Seqrite Threat Intel portal.

= SEGRITE mreatinter

‘ olll Dashboard
Ongoing Attacks

S 10,000

5.000

0

€} indicarors
INDICATORS
@ s . Total Indicators vs Inactive Indicators
&) tnvegration ~ 20,000
[ cyberNews
15,000

B A v 2

°

@ o (s R
APT GROUPS RANSOMWARE GROUPS HACKTIVIST GROUPS MALWARE FAMILIES EXPLOITED / TOTAL
VULNERABILITIES
94 106 231 969 2/4

10C Distribution By Type

Dashboard Metrics

The dashboard gives a glimpse of predefined metrics related to Indicators of Compromise
(10C). Some (not limited to) pre-defined metrics are as follows.

Section

Description

Live Threat Feed

Display all the latest Cyber Threat news reported from reputed
and reliable sources.

Quick Statistics

Statistics on the Reported Indicators, APT Groups, Hacktivist
Groups, Ransomware Groups, Exploitable CVEs.

Total Indicators vs Inactive
Indicators

Timeline view of all reported active Indicators vs Inactive
Indicators.

IOC Distribution by Type

It shows the breakdown of 10C by categories such as IPs,
domains, or files.

|OC Risk Score Distribution

It gives visual representation of risk levels (low, medium, high)
for detected 10C.

Most Active indicator Tags

Gives the type and count of the most active malware categories.

Top Products affected by
CVEs

List of Products / applications which are most exploited by their
vulnerabilities.

CVE Distribution by Severity

Distribution of all reported vulnerabilities based on their CVSS

score as Critical, High, Medium and Low.

Copyright © 2026 Quick Heal Technologies Ltd.
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Dashboard

Section

Description

APTs (Advnaced Persistent
Threats)

APTs (Advnaced Persistent Threats). Shows the top 10 active
most targeted by APTs, top 10 sectors most targeted by APTs,
and their top 10 victim distribution across globe.

Ransomware Groups

Displays the top 10 Ransomware Groups, top 10 sectors targeted
by Ransomware, and their top 10 victim distribution across the
globe.

Hacktivist Groups

Displays top 10 targeted Hacktivist, top 10 sectors targeted by
hacktivist, and their top 10 victim distribution across the globe.

Malware

Displays top 10 trending malware category, top 10 trending
malware families, and malware threat activity.

Top 10 Organizations
targeted by Adversaries

Top 10 Organizations which are targeted by Adversaries.

Top 10 Sectors targeted by
Adversaries

Top 10 Sectors which are targeted by Adversaries.

Top 10 Adversary
Techniques

Top 10 techniques used by Adversaries to carry out a Cyber-
attack.

Latest Adversaries

Shows recently active or newly observed threat actors.

All the above metrics on the Dashboard can be filtered to view Global Intel or Sector specific

Intel.

User Profile

The User Profile section on the upper-right corner of the dashboard shows the name of the
registered user and following options:

E @ (s 8
. &
Ongoing Attacks m Sector -
2 Role: MSSP Admin
INDICATORS APT GROUPS RANSOMWARE GROUPS HACKTIVIST GROUPS MALWARE FAMILIES @ View Profile
8.63K 94 106 231 069 -
@ About
&> Change Passwaor d
Total Indicators vs Inactive Indicators I0C Distribution By Type Logeut
Role

Displays the role assigned to your user account.

View Profile

Displays your profile information, including:

Copyright © 2026 Quick Heal Technologies Ltd. 16




Dashboard

First Name

Last Name

Email

Organization

Sectors: The sectors associated with your organization.

Switch to UTC: Controls how date and time values are displayed across the portal.
When enabled, supported timestamps are displayed in UTC, when disabled,
timestamps are displayed based on your local time zone settings.

Support
Provides access to support resources and assistance.

About
Displays information about the platform, including the current version, End User License
Agreement (EULA), Privacy Policy, Legal Notices, and Open Source Compliance details.

Logout
Signs you out of the portal.

Theme Selection
Use the Dark Theme and Light Theme icons to switch between the available display themes.

Glossary

Glossary provides clear definition of key terms and phrases used throughout the Seqrite
Threat Intel. It helps users to understand words and concepts related to cyber threats,
attacks, and security.

Glossary

TERMS DEFINITIONS
Adversary Name The identified threat actor or group (e.g., APT29, Lazarus Group, FIN7, Conti Team).

Classification of Adversaries such as: Nation-State, Cybercriminal Syndicate, Hacktivist Collective, Insider Threat, or

Adversary Type
¥ Opportunistic Actor.

The pathway used by an attacker to compromise a system, whether remotely over networks, from nearby connected

Attack Vector
networks, locally on the device, or through direct physical access to hardware.

Attacker Goals The intended outcomes, such as data theft, ransomware deployment, credential harvesting, or surveillance.

Attacker Motivations The intent behind the attack, such as fi ial gain, espionage, sabotage, pelitical infl , or disruption.

Attacker Origin Country The suspected country of operatien or spensorship of the threat acter.

Availability Impact A measure (None,Low, Medium, High) indicating whether services could be disrupted, degraded, or taken offline.

Campaign A coordinated series of cyber operations co by an adversary toward a ific objective over time.

A server controlled by attackers to manage compromised systems, issue commands, exfiltrate data, or deplo
Command and Control (C2) Server L o < E 4 i
additional malware.

Confidence Rating A measure (0-100) indicating how reliable and vali the threat intell

Copyright © 2026 Quick Heal Technologies Ltd. 17



Indicators

Indicators

The Indicators tab provides a detailed overview of all newly detected I0Cs. I0C includes IP
addresses, domain names, file hashes, and URLs that can be used to detect malicious
activity. These indicators help to detect, analyse and respond to cyber threats effectively.

= SEQRITE Threatntel - 5 -
Dashboard @

) Indicators

=2, Total Indicators Count

00 Adversaries

Sep2
[ Indicator: 231

[A) su
B ineegration ~ " huglo  Aug12  Augl4  Aug16  Aug18  Aug20 Aug26  Aug28  Aug30  SepOl  Sep03  SepOS
[0 cyber News
Showing 100 out of 5298 indicators m v Export History [ Export

INDICATOR NAME 1= TYPE RISK (0-100) 1= CONFIDENCE (0-100) 4= FIRST SEEN 1= LAST SEEN L= STATUS
{83 Admin

167.71.54.80:34567 Pva

-80 Sep 08 | 2026, 11:09:39 Sep 08 | 2026, 13:52:45 Active

172.111.232.235:65070 PV

-80 Sep 08 | 2026, 11:09:39 Sep 0B | 2026, 13:50:57 Active

147.90.182.30:4411 Pva

-80 Sep 08 | 2026, 11:09:39 Sep 08 | 2026, 13:51:00 Active

The Indicators tab provides graphical and tabular presentation of global and sector specific
IOC. You can view the 10C details and filter the IOC chart by specific date range that is last 1

day, last 7 days, last 1 month, last 3 months, last 1 year, and can select a custom date range
as well.

Viewing the I0C Details

You can view the I0C details such as description or IOC name, type of 10C, ratings, and first
and last seen in the tabular format.

To view the details of each 10C:
1. On the Seqrite Threat Intel portal, click Indicators in the left pane.

2. On the Indicators page, select the indicator and click the > icon.
The indicator details page displays the following details:
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Indicators

rtal

Indicators 7B088794-D35c-44b7-Bec2-60521bf4dBaa
8467CA57/BDFGEBE94CA4ET1484628B1AA
. lt a
Overview & RiskRating 76100 [ Lifecycle | &% ConfidenceRating 100 1100
Name BA6TCASTBDFEEGESACAAE1484628B1AA First Seen on 19 Aug 2026 | @
Description cator of observable { 8467CAS7BDFEEBEI4CA4E148 Last Seen on 19 A
etail
Status
Tags -
sector-chemicals & specialty Indicator Type Jash
Assaciations MITRETTP  Correlation View

“ Threar Actor

RELATION DETAILS

Hash

Victimology

“ seeer

RELATION DETAILS

NAME

L) B467cas7bdfeebeddcade1484628b1

Organization Region

MNAME

ASSOCIATION DATE

19-Aug-26

ASSOCTATION DATE

Related To Sector 0 Chemicals & Specialty 19-Aug-26
Targets City L' Bangkok 19-Aug-26
Targets Country I Thailand 19-Aug-26

Recommendations

Immediate Quarantine & Investigate - Treat as confirmed malware, re

move from all systems and analyze impact. Confirm behaviour with Sandbox

RESEARCHER REMARKS

RESEARCHER REMARKS

& Reportas FP

Indicator Overview: Risk score, confidence score, and the description of the IOC.

10C Risk Score Lifecycle: The lifecycle of an IOC’s risk score is now made available to
the users in form of a graph.

Attributes: Key properties such as source, detection date, type. Incase if IOC type as
IP address we can get additional attributes such as Country, City, ASN, Geolocation,
Hostname, Registrant Information, Open Ports by leveraging enrichment connectors.

TTP Mappings: Links to tactics, techniques, and procedures associated with the I0C.
Associations: Known relations with Threats Actors, Malware or 10Cs.

Victimology: Victimology is the study of who attackers target, helping analysts
understand patterns across victims, such as industries, and regions.

Recommendations: Recommended action for selected 10C.

Copyright © 2026 Quick Heal Technologies Ltd. 19



Indicators

Selecting Column from the Column Selector

The Column Selector allows you to customize the table view. You can choose the desired
column to display on a table.

1. To choose columns, click i on the Indicators page, and select the desired column.

Filtering the 10C List

You can filter the I0C list to refine results based on attributes or categories.
To filter the 10C list, follow these steps:
1. On the Seqrite Threat Intel portal, click Indicators in the left pane.
2. On the Indicators page, clicky .

Filters for Indicators

Risk Rating

Select Condition Enter Rating (0-100)

Confidence Rating

Select Condition Enter Rating (0-100)

First Seen Last Seen

dd/mm/yyyy E dd/mmyyyyy

Tags

Contains Search tag

Status

Select Status

Clear Filters Cancel Apply

3. Enter the attribute that is indicator name, type, risk ratings, confidence rating, first
seen date, last seen date, tags, status (active/inactive), and click Apply.
The system displays filtered data.

Exporting 10C as a CSV/STIX

You can download all IOCs currently visible on the page in the CSV or STIX format.
To export/download the 10Cs:
1. On the Seqrite Threat Intel portal, click Indicators in the left pane.
2. On the Indicators page click Export, select the format that is CSV or STIX 2.1, and
then click Export.

Viewing I0C Export History

Export History shows a record of all the Indicators of Compromise (I0Cs) that have been
exported by the user.
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Export History provides a record that is export name, format (STIX or CSV), file size, created
date, and status.

2. Toview the export history, either click Export History on the Indicators page.

-
Security
e Indicators m Sector Show Chart Last 1 Month
Total Indicators Count
Intelligence -
by Users
T e Jul 21 Jul 23 Jul 25 Jul 27 Jul 29 Jul 31 Aug02  Aug04  Aug06  Aug08  Augl0  Augl2  Augl4  Auglé  Aug
v
Showing 100 out of 84227 indicators m v [ Export
INDICATOR NAME 4= TYPE TAGS §2 RISK (0-100) 4= CONFIDENCE (0-100) 42 FIRST SEEN 4= LAST SEEN 4=
. INDICATOR NAME {2 TYPE TAGS 12 RISK (0-100) J= CONFIDENCE (0-100) 42 FIRST SEEN 2 LAST SEEN {2
119.73.8.153 1Pv4 bots & High- 100 Aug 17 | 2026, 14:47:00 Aug 17 | 2026, 14:54:
3.255.140.188 1Pva bots & High- 100 Aug 17 | 2026, 14:47:00 Aug 17 | 2026, 14:57

The list of exported I0Cs is displayed.

[:E] @ {arshal Pat @ v

Indicators Export History

Q

Showing 8 Reports based on your activity

EXPORT NAME FORMAT FILE SIZE CREATED DATE STATUS

Indicator 2025-11-27T06:15:40.815Z json STIX 3.30MB Nov 27 | 2025, 06:27:45 Success i Tii]
Indicator_2025-11-27T06:19:37.552Z.csv csv 599.95 KB Nov 27 | 2025, 06:19:45 Success i jmj
Indicator_2025-11-19T12:18:15.965Z csv sV 19.68 KB Nov 19 | 2025, 12:18:15 Success i Tir
Indicator 2025-11-18T10:15:16.095Z json STIX 87 Bytes Nov 18 | 2025, 10:15:17 Success i ]
Indicator_2025-11-18T09:15:14.918Z.csv sV 238 Bytes Nov 18 | 2025, 09:15:14 Success i m|
Indicator_2025-11-18T09:14:52.590Z.csv csv 238 Bytes Nov 18 | 2025, 09:14:51 Success i il

Reporting False Positive for I0Cs

A False Positive occurs when a safe file, IP address, or domain is mistakenly identified as a
threat (Indicator of Compromise). Reporting false positives helps improve threat detection
accuracy and prevents safe items from being incorrectly blocked.

If you believe an 10C in the portal is incorrect, you can report it directly from the Seqrite
Threat Intel interface.
To report the false positive for IOC, follow these steps:

1. On the Segrite Threat Intel portal, click Indicators in the left pane.
2. On the Indicators page, select the indicator and click the > icon.
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3. Click Report as FP.

ASSOCIAIONS WMITRE TTF  COTTEIuon vIew

“ Threat Actor Malware Tools Vulnerabilities Indicators

RELATION DETAILS NAME ASSOCIATION DATE RESEARCHER REMARKS

1Pvd 0 156.239.47.245 14-Aug-26

Recommendations

No Recommendations Available

| & Reportas FP |

4. Enter the reason for reporting the indicator as a false positive and click Submit.

The system will send an email notification to the Seqgrite’s team with the relevant I0C and
reporter details for review and validation.
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Adversaries

An Adversary is any individual or a group that attempts harmful activities like cyber-attack
or spying to threaten cyber resources.

The Adversaries tab gives information about the detected adversaries. Adversary details
include adversary names, type, target country, target industry, first seen and last seen.
These adversary details help to detect, analyse and respond to cyber threats effectively.

= SEGRITE mhreatintel m ® @ .
olll Dashboard .
Adversaries m Sector Show Chart Last 1 Year

£} indicators

Total Adversaries Count
53 adversaries

1,000
@ parkweb Fourms

ity Intelligence

A sw

= N Sep Oct Nov Dec Jan 2026 Feb Mar Apr May Jun Ju Aug Sep
Integration ~

jons by Users

[ cybernens

Showing 100 out of 1233 Adversaries m v Export History [ export

ADVERSARY NAME = TYPE I: TARGET COUNTRY TARGET INDUSTRY FIRST SEEN J: LAST SEEN {2 CAM,

&3 admin v

Dark_Alpha Hacker India Engineering & Manuf. Aug 24 | 2026, 12:52:34 Aug 26 | 2026, 14:40:34 ves
FleshWorks Hacker India Others / Miscellaneous Aug 24 | 2026, 05:30:00 Aug 27 | 2026, 16:42:08 ves

R-W-M-GROUP Hacker India Telecom..., Enginee... Aug 21 | 2026, 18:39:23 Aug 26 | 2026, 14:40:34 ves

stalled Hacker India Aug 21 | 2026, 10:57:43 Aug 26 | 2026, 14:40:28 Ves

This intel offers a comprehensive view of threat actors, including their tactics, techniques,
and associations. It helps in understanding attacker motives, targeted regions and targeted
sectors. Organizations can use this intelligence to anticipate attacks and enhance threat-
hunting capabilities.

Viewing the Adversary Details

You can view the adversary details such as adversary name, type, target country, target
industry, first and last seen in the tabular format. To view the details of each adversary,
follow these steps:

1. On the Seqrite Threat Intel portal, click Adversaries in the left pane.
2. On the Adversaries page, select the adversary and click the > icon.
The adversary details page displays the following details:
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Portal

Adversaries > 6971ebe-Afc2-4343.Bf1 B-6569816231e2
MuddyWater
Overview
Name uddyWat
Description ter){https://attack.mitre.org/groups/G006Y) is a cy
v detail
Tags atera av  onehub  sector-aerospace & defense

View all 9 Tags

Associations

“ Threat Actor

RELATION DETAILS
Attributed To Campaign
Indicates Indicator
Indicates Indicator

Indicates Indicator

Victimology

RELATION DETAILS
Targets Sector
Targets Sector
Targets Sector
Targets Sector

o

Sector

Vulnerabilities

NAME

IO threat--d5e60067-3a38-50¢3-bd3
10 surgery.healthydefinitetrunk.c...
[0 bandage healthydefinitetrunk.c

L myspaeysoffsite

Organization Region

NAME

10 Energy & Utilities

I Logistics & Transportation

IO Government

I&' Information Technology & Softw...

T e

Indicators

First Seen on: 25 Aug 2025 | 15:57:03

Adversary Type

Motivations

ASSOCIATION DATE

22-May-26

24-Apr-26

24-Apr-26

24-Apr-26

ASSOCIATION DATE

104an-26

104an-26

104an-26

nation-state

organizationa

MITRE TTP

gain

@v

Last Seen on: 22 May 2026 | 08:01:07

Diamond Model

Correlation View

RESEARCHER REMARKS

RESEARCHER REMARKS

e Adversary Overview: Adversary Name, Attack Origination, Goals, Motivations, First

Seen and Last Seen.

e TTP Mappings: Links to tactics, techniques, and procedures associated with the

adversary.

e Associations: Displays known relationships between the selected adversary and

related entities. Information is organized under the following tabs:

o Threat Actor: Associated threat actors linked to the adversary.

Malware: Associated malware with the adversary.

O

O

@)

domains, URLs, and file hashes.

Tools: Tools used by the adversary.

Vulnerabilities: Vulnerabilities exploited by or associated with the adversary.
Indicators: Related Indicators of Compromise (IOCs), such as IP addresses,
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e Victimology: Victimology is the study of who attackers target, helping analysts
understand patterns across victims, such as industries, and regions (Target Country,
Target City, Target Sector).

Selecting Column from the Column Selector

The Column Selector allows you to customize the table view. You can choose the desired
column to display on a table.

3. To choose columns, click §# on the Adversaries page and select the desired
column.

Filtering the Adversary List

You can filter the adversary list to refine results based on types.
To filter the adversary list, follow these steps:

1. On the Seqrite Threat Intel portal, click Adversaries in the left pane.

2. On the Adversaries page click 7.

3. Enter the attribute that is adversary name, type, target country, target industry, first
seen date, or the last seen date, and click Apply.

Filters for Adversaries

Adversary Name

Enter Adversary name

Types

Select the Adversary type

Target Country

Contains - Select target coumry

Target Industry

Contains - Select target industry

First Seen Last Seen

dd/mm/yyyy E dd/mm/{yyyy

Clear Filters Cancel

The system displays filtered data.

Exporting Adversaries as a CSV/STIX

You can download all adversaries currently visible on the page in the CSV or STIX format.
To export/download the adversaries, follow these steps:

1. On the Seqrite Threat Intel portal, click Adversaries in the left pane.
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2. On the Adversaries page click Export, select the format that is CSV or STIX 2.1, and

then click Export.

Viewing Adversary Export History

Export History shows a record of all the adversaries that have been exported by the user.

Export History provides a record that is export name, format (STIX or CSV), file size,

date, and status.

4. To view the export history, click Export History on the Adversaries page.

created

Portal Dﬂ ® onali Tiwar @ ¥
Adversaries m Sector Show chart (_€) Last 1 Menth
Total Adversaries Count
“Feb 24 Feb 26 Feb 28 Mar 02 Mar 04 Mar06  Mar 08 Mar 10 Mar 12 Mar 14 Mai Mar 18 Mar 20 Mar 22 Mar 24 Mar 26
Showing 50 out of 50 Adversaries m v Export History [ Export
ADVERSARY NAME 2 TYPE 2 TARGET COUNTRY TARGET INDUSTRY FIRST SEEN 1= LAST SEEN 42 CAMPAIGNS
Test Advesary Mar 10 | 2026, 18:30:00 Mar 23 | 2026, 08:13:09 No |
The list of exported adversaries is displayed.
ortal [ @ ami o .
Adversaries Export History
o
Showing 2 Reports based on your activity
EXPORT NAME FORMAT FILE SIZE CREATED DATE STATUS
Adversaries_2026-04-13T04:59:34 4027 json STIX 16.98 KB Apr 13 | 2026, 04:59:34 Success i W
Adversaries_2026-04-13T04.59.27 576Z.csv v 1170 KE Apr 13 | 2025, 04:59:28 Success & i}
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Dark Web Forums

The Dark Web Forums tab displays reports and news sourced from dark web forums,
marketplaces, leak sites, and threat actor communities. Seqrite researchers and analysts
compile these reports through ongoing monitoring and analysis of relevant dark web

= SEQRITE threatintel portal [E @ sonaimme @ v
< Centralized Security
Management Dark Web Forums Y Export History Export €5V
oll Dashooara Family Health Plan Insurance TPA Limited Suffers Alleged Data Breach .
lication ep 09, 17:4000 W
& Sector: Healthcare & Pharmaceuticals | | Targeted Organizations: Family Health Plan Insurance TPA Limited | | Targeted Countries: India
Indicators
[N .
©0 Adversaries McDonald India Suffers Alleged Data Breach | -
ation cp 09, 17:4420 ¥
Sector: Food & Beverage | | Targeted Organizations: McDonald's India | | Targeted Countries: India

@ Dark Web Forums

@ vuinerability Intelligence Bijak Suffers Alleged Data Breach icatlan 00 , o
Sector: Information Technology & Software | | Targeted Organizations: Bijak | | Targeted Countries: India
[/ submissions by Users
EI Integration v Alleged sale of Ministry of Earth Sciences, India Publication Date: Sep 01, 2026 | 16:5207
Targeted Organizations: Rays Organisation, GIM Organization +4 More | | Targeted Countries: India
Alleged sale of Indian Ministry of Defence Jication ep 0 1 -
& Sector: Aerospace & Defense, Government | | Targeted Organizations: Indian Ministry of Defence | | Targeted Countries: India
Adr v
Alleged sale of Ministry of Earth Sciences, India publication Date: Aug 31, 2026 | 19:06:11 %
Disclaimer: Dark web monitoring and threat intelligence are based on information available from external and, in many cases, unverifiable sources. Any indication that an organization X

Each report may include the following details:

Field Description

Target sector Industry sector the activity is directed at

Target Organization Named organization referenced in the source material
Target Country Country associated with the target

Description Summary of the observed activity or posting
Researcher’s Remark Analyst commentary and assessment

Linked Adversaries Threat actors associated with the report

Tags Keywords for classification and search

Raise RFI (Request for Information)

You can request additional detail about a specific report. Your request goes to the Seqgrite
Research Team for review. If approved, the team sends the information to your registered
email address.

Note: Upon approval, the research team will share supporting information such as Evidence
screenshots, sample data dumps, and other relevant information to your registered email
address.

Important: The Request RFl option appears only for reports where Seqrite holds additional
information.

To raise RFI, follow these steps:

1. On the Seqrite Threat Intel portal, click Dark Web Forums in the left pane.
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2. On the Dark Web Forums page select the required forum report and click Request
RFI.

Filtering the Dark Web Forums

You can filter the dark web forums to refine results.
To filter the adversary list, follow these steps:

1. On the Seqrite Threat Intel portal, click Dark Web Forums in the left pane.

2. On the Dark Web Forums page click v .

3. Select adversary, sector, targeted organizations, publication date, targeted country,
and tags.

4. Enter description and click Apply.

Filters for Dark Web Forums

Adversary Sectors

Select Select

Targeted Organisations Publication Date

Select dd/mm/yyyy

Targeted Country

Contains - Select 1arget coumry

Tags

Contains ¥ | Searchtag

Description

Enter some brief description.

Clear Filters

The system displays filtered data.

Exporting Dark Web Forums

You can download all Dark Web Forums currently visible on the page in the CSV format.
To export/download the Dark Web Forums, follow these steps:

1. On the Seqrite Threat Intel portal, click Dark Web Forums in the left pane.
2. On the Dark Web Forums page click Export CSV.

Viewing Dark Web Forums Export History

Export History lists all dark web forums you have exported, along with details such as the
export name, format (CSV), file size, creation date, and status.

1. To view the export history, click Export History on the Dark Web Forums page.
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Dark Web Forums Y Export CSV
Family Health Plan Insurance TPA Limited Suffers Alleged Data Breach Publication Date: Sep 09, 2026 | 17:4000 v
Sector: Healthcare & Pharmaceuticals Targeted Organizations: Family Health Plan Insurance TPA Limited Targeted Countries: India
McDonald India Suffers Alleged Data Breach Publication Date: Sep 09 17:4420 W
Sector: Food & Beverage Targeted Organizations: McDonald's India Targeted Countries: India
Biiak suffers Alleged Data Breach
Dark-Web-Forums Export History
e
L&
Showing 2 Reports based on your activity
EXPORT NAME FORMAT FILE SIZE CREATED DATE STATUS
Dark-Web-Forums_2026-09-08T08:59:41.727Z csv csv 1552 KB Sep 08 | 2026, 14:29:45 () Success i o}
Dark-Web-Forums_2026-01-21T10:16:10.050Z csv csv 1.33 MB Jan 21 | 20286, 15:46:17 () Success i W

2. Download the file from Export History after the export is complete.
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Vulnerability Intelligence

Vulnerability intelligence provides insights into newly discovered vulnerabilities, including
severity, exploitability, and affected systems. It includes patch details, associations with
known threats. This helps organizations proactively mitigate security gaps and strengthen
their defenses.

= SEQRITE threatintel o @v

ollg Dashioard Vulnerability Intelligence Show Chart (_ @) Last 3 Months

Vulnerabilities Added

@ Darkweb Fourms ;

@ vulnerability Intelligence

[®) submissions by Users
B ineegration ~ © Juno? Jun 14 Jun 21 Jun 28 Jul0s Jul12 Jul 19 Jul 26 Aug 02 Aug 09 Aug 16 Aug 23 Aug 30
[ cybernews
Showing 4 out of 4 vulnerabilities m v Export History A Export
CVEID |2 DESCRIPTION CVss V3 (0-10) 12 CREATED DATE = MODIFIED DATE 2 AFFECTED PRODUCTS EXPLOITED
£} dmin v
CVE-2018-11511 N/A Aug 03, 2026 | 10:56:53 Aug 03,2026 | 10:57:12 No
CVE-2023-00005 sample cve description Jul 11, 2026 | 03:45:49 Jul 21, 2026 | 17:34:20 No
CVE-2026-12569 PTC Windchill and FlexPLM... Jun 18, 2026 | 06:48:12 Aug 07, 2026 | 11:19:06 Yes
o CVE-2026-35273 Oracle Peoplesoft Enterpri ® Critical- 9, lun 1 026 1 09:46:5 ul21, 2026 | 12:46:56 Y

The Vulnerability Intelligence tab provides graphical and tabular presentation of detected
vulnerabilities. You can view the vulnerability details and filter the vulnerability chart by
specific date range that is last 1 day, last 7 days, last 1 month, last 3 months, and last 1 year.

Viewing the Vulnerability Details

You can view the vulnerability details such as CVE ID, description, created date, modified
date, CVSS2.0, CVSS3.0, CVSS3.1 and CVSS4.0 scores, confidence and exploited in the
tabular format. You can filter and find the Vulnerabilities against the controls/products
used in your organization.

Note:

3. Vulnerabilities shown along with the & icon are Zero Day Vulnerability. Once a
patch is released, the Zero Day designation is removed from vulnerability.

4. A vulnerability is classified as a Zero-Day Vulnerability until a patch is released and it
remains actively exploitable, regardless of how much time has passed since its
discovery.

To view the details of each vulnerability, follow these steps:
1. On the Seqrite Threat Intel portal, click Vulnerability Intelligence in the left pane.

2. On the Vulnerability Intelligence page, select the vulnerability and click the > icon.
The vulnerability details page displays the following details:
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Portal [E] ® @ ”

Vulnerability 78bc4641-6116-4715-BC71-53BfdB99%Ed4

CVE-2026-74845

Overview Created Date: 17 Aug 2026 | 15:46:42 Modified Date: 17 Aug 2026 | 16:22:37

CWsSsSV3 WSS V2 Description Official Document Management System developed by 2100 Techno.
Wiew detail

CVS5V3 Score ‘ {igh-8.8 ‘ Patch Status

Attack Vector Integrity Impact Q High Tags ove-434

Availability Impact ) High Confidentiality Impact () High
External References https://www.chtsecurity. com/news/d494c700-1051-488e-aa08-809.
hittps://wew.tweert.org.tw/en/cp-139-11109-82377-2.himl|

MIST: b
CNA:T

View all References

Associations Correlation View

e Overview: CVE Name/ID, Description, Tags, Attack Vendor, CVSS 2.0, CVSS 3.x,
CVSS 4.0, Attack Vector, Description, Patch Status, affected products, risk score,
External References, Confidentiality, Integrity, Availability (CIA) Impact, and NIST
and CNA represent the sources of data.

e Associations: Known relations with Malware, I0Cs or Threat Actors as well as
techniques and procedures associated with exploiting the vulnerability.

Selecting Column from the Column Selector

The Column Selector allows you to customize the table view. You can choose the desired
column to display on a table.

5. To choose columns, click gu on the Vulnerability Intelligence page, and choose the
desired column.

Filtering the Vulnerability List

You can filter the vulnerability list to refine results based on CVSS V3 score or confidence
ratings.
To filter the vulnerability list, follow these steps:

1. On the Segrite Threat Intel portal, click Vulnerability Intelligence in the left pane.

2. On the Vulnerability Intelligence page click v .

3. Enter the details that are, CVE ID, description, CVSS V3 score, confidence rating,
created date, modified date, exploited, and then click Apply.
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Filters for Vulnerabilities

CVEID

Enter CVEID

Exploited Zero day Vulnerabilities

Select Exploited Select Zero day Vulnerabilities

CVSS Score

Select Version =  Select Condition - | Enter Rating (0-10)

Created Date Modified Date

dd/mmyyyyy E dd/mm/yyyy

Affected Product

Containg w  Select affected product

Clear Filters Cancel

The system displays filtered data.

Exporting Vulnerabilities as a CSV/STIX

You can download all the vulnerabilities currently visible on the page in the CSV or STIX
format.
To export/download vulnerabilities, follow these steps:
1. On the Segrite Threat Intel portal, click Vulnerability Intelligence in the left pane.
2. On the Vulnerability Intelligence page click Export, select the format that is CSV or
STIX 2.1, and then click Export.

Viewing Vulnerability Intelligence Export History

Export History shows a record of all the vulnerabilities that have been exported by the user.
Export History provides a record that is export name, format (STIX or CSV), file size, created
date, and status.

6. To view the export history, click Export History on the Vulnerability Intelligence
page.
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rtal [E] @ Sonali Tiwar @ v

Vulnerability Intelligence Show Chart (_© Last 1 Month -

Vulnerabilities Added

"Feb24  Feb26  Feb28  Mar02  Mar04  Mar06  Mar08  Mar10  Mari2  Mar14  Mar16  Mar1s  Mar20  Mar22  Mar24  Mar26
Showing 100 out of 735 vulnerabilities m v Export History Export
CVEID iz DESCRIPTION CVSSV3 (0-10) 42 CREATED DATE T MODIFIED DATE 42 AFFECTED PRODUCTS EXPLOITED

The list of exported vulnerabilities is displayed.

froctal [ 7 u

Showing 2 Reports based on your activity
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Submissions by Users

Intel Submissions is the process of adding or sharing new threat intelligence data such as,
I0Cs, tactics, techniques, procedures, threat actors, malware signatures, or vulnerability
details for analysis, correlation, and distribution. This helps to detect, investigate, and
respond to threats more effectively. You can submit suspicious I0OCs. These IOCs will be
shared with the community post verification.

= SERRITE mreatintal M @ sonaimma @

olll Dashboard

Submissions by Users

59

Vulnerability Intelligence 15

[M submissions by Users 10

5 Integration v J

[ cyvernews 0 | — [ |

January 2026 March 2026 April 2026 June 2026 July 2026

Total Submissions ‘ Completed Pending Draft

&3 Adrin v

History of Submissions by Users Y Export CSV + Add Intel

SUB-ID TITLE I REPORTED ON I= APPROVED ON 12 STATUS 12 10C STATUS

f5313250-8860-4978-b42b-2d5...  Automated Submission Test .. Jul 14, 2026 | 10:55:11 Pending 1 Pending, 0 Accepted, 0 Rejected

872d0601-1baf-4be3-acal-381...  Automated Submission Test_.. Jul 14, 2026 | 09:52:33 Pending 1 Pending, 0 Accepted, 0 Rejected

The Submissions by Users tab help you to view and analyze all the incoming intel. You can
view the submitted intel details, their severity (critical, high, medium, low) and filter the
intel by specific date range that is last 1 day, last 7 days, last 1 month, last 3 months, and
last 1 year.

Adding New Intel

To add new intel, Organization admins have to follow these steps:

1. On the Seqrite Threat Intel portal, click Submissions by Users in the left pane.

2. On the Submissions by Users page, click + Add Intel.
The Add New Intel page is displayed.

3. Enter Incident Basic Details, that are Title, Incident Date, Intel Category and
Description, and click Add 10C Manually.

4. Enter IOC details that are, I0C Type, I0C Classification, I0C Value, Severity, Device
Type/Source, Adversary Name, Adversary Type, Tag, and click Add.

5. If you want to review the intel before submission, click Save else click Submit.

This provision is available to Organization Admins and Organization Analysts.
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Submissions By Users Add Intel

Add Intel

Incident Basic Details

Title * Incident Date *
ApT 10/12/2025 12:00 AM |
Intel Category Description

brute-force Enter Description

toc’

I0C TYPE 10C CLASSIFICATION 10C VALUE ADVERSARY TYPE ADVERSARY NAME TAGS SEVERITY

Cancel

Portal [[@ @  Harshalpat @ v

Submissions By Users > Add Inte Add 10C
Add I0C
10C Type * 10¢ Classification *
Email - mal_ema
10C Value * Severity *

abc@hmail.com

abc@hmail.com %

Device Type / Source * Adversary Name
Mobile
Adversary Type Tags
wer

cancel n

Note: The Seqrite Admin will approve the submitted intel.

Bulk Upload of 10Cs

You can upload multiple/bulk I0Cs at once. You can download a CSV template, fill in 10C
details and upload.
Note: Supported file type is .CSV only.

To bulk upload 10Cs, follow these steps:
1. On the Segrite Threat Intel portal, click Submissions by Users in the left pane.

2. On the Submissions by Users page, click + Add Intel.
The Add New Intel page is displayed.
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3. Enter Incident Basic Details that are, Title, Incident Date, Intel Category, and
Description and then click Bulk Upload 10C.

portal H @ Sonali Tiwari y

Submissions By Users Add Intel

Add Intel

Incident Basic Details

Title * Incident Date *

APT 10/03/2026 12:00 AM E
Intel Category * Description

alert A Whisis critical.

IOC TYPE = IOC CLASSIFICATION 1= 10C VALUE |2 ADVERSARY TYPE 1= ADVERSARY NAME {2 TAGS SEVERITY

1

No I0C records have been added yet.

[® Bulk upload Ioc + Add 10C Manually

Cancel

The Bulk Upload 10Cs screen is displayed.

4. Click Download CSV Template to download the template.
5. Enter IOC details in the CSV file and upload the file.
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Bulk Upload 10Cs X

You can upload a maximum of 50 10Cs. Make sure none of them are already in the Portal.

Upload a CSY file to add multiple 10Cs at once. * Download CSV Template
sample.csv
Supported file type is .csv only

Edit Intel

You can edit or delete intel and IOCs only while they are in draft stage.

To edit the intel, follow these steps:
1. On the Seqrite Threat Intel portal, click Submissions by Users in the left pane.
2. Click the intel with Draft status.

The Edit Intel page appears.

Edit the details and click Submit.

To edit the 10C, select the I0C you want to edit and click Edit.

Edit the IOC details and click Update.

To delete the 10C, select the IOC and click Delete.

o v AW

Viewing the Submitted Intel

You can view the intel submissions details such as Sub ID (Submission ID), title, , reported
on, approved on, status and 10C status in the tabular format.
To view the details of each intel, follow these steps:

1. On the Seqrite Threat Intel portal, click Submissions by Users in the left pane.

2. On the Submissions by Users page, select the intel and click the > icon.
The intel submission details page displays the following details:

Copyright © 2026 Quick Heal Technologies Ltd. 37



Submissions by Users

m ® Q-

Submissions By Users 5 Edit Ineel
Edit Intel

Incident Basic Details

Title * Incident Date *
Threat Intellegince 16/12/2025 12:00 AM a

Intel Category * Description
This intelligence report documents a suspected brute force attack activity detected against authentication services.

brute-force
Multiple failed login attempts we

10C’s + Add I0C Manually
10C TYPE 10C CLASSIFICATION 10C VALUE ADVERSARY TYPE ADVERSARY NAME TAGS SEVERITY DEVICE TYPE
Email apt_email attackerbot@gmailc..  Cyber Criminal Unknown brutefo..  credentiakstu.  +2mare Medium Email Gateway b Vi

e Primary Information: For example, APT Category (Category, Name, Source IP,
Description, APT Name, 10C Type, IOC Name)
e Linked IOCs and corresponding details.

Filtering the Submitted Intel

You can filter the intel submissions list to refine results based on submission ID, intel ID,
submission title, reported on, approved on, and submission status.

To filter the intel submissions list, follow these steps:
1. On the Seqrite Threat Intel portal, click Submissions by Users in the left pane.

2. On the Submissions by Users page click 7 .
3. Enter the details that are, submission ID, intel ID, submission title, reported on,

approved on, and submission status and then click Apply.

Filters for Submissions By User

Submission Id Submission Title

[Enter the Submission Id | Enter the Title

Reported On Approved On

dd/mm/yyyy E dd/mm/yyyy

Submission Status

Select the Status

Clear Filters Cancel
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The system displays filtered data.

Exporting Intel Submissions as a CSV

You can download all the intel submissions currently visible on the page in the CSV format.
To export/download intel submissions, follow these steps:

1. On the Seqrite Threat Intel porta, click Submissions by Users in the left pane.

2. On the Submissions by Users page click Export CSV.
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TAXII Details

Segrite Threat Intel offers APl-based lookups with a daily call limit. Organizations can
leverage these APIs to obtain reputation data for Indicators of Compromise (I0Cs).
Depending on specific requirements, Seqrite Threat Intel can scale the daily API call quota to
meet organizational needs.

Search API

The Search API URL section contains the details needed to access threat intelligence data
through APIs. You can generate an authentication token, view API usage and quota
information, and find details such as the APl endpoint, supported method, authentication
type, and bulk query limits.

Search API URL Show Chart (__ &

Last 7 Days

API Usage & Quota

Aug 11

NAME TOKEN LAST USED EXPIRES AT ACTIONS

Legacy Token **gela Never used Unlimited ]
Primary Information How to use search AP URL?
Endpoint https://test-stip.segrite.com/api/search/ioc/bulk Method POST
Bulk Query Limit 1,000 Indicators / Request Auth API Key

API Usage & Quota

2  Daily Quota: () / 20,000 Reset time: Aug 18, 2026 | 05:30:00 IST

£ Refresh

You can generate an authentication token and view the details needed to securely integrate
external applications, scripts, and security tools.
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API Usage and Quota

Displays APl consumption information through a graphical representation.

Generate Token

Creates an authentication token that is required to access the Search APl and perform
authorized requests.
To generate a token:

1. Click Generate Token.

2. Enter Name and specify the Duration (30 days, 60 days, 90 days, 1 year or unlimited)

for which the token should remain valid.

Click Generate Token.

4. Copy and securely store the generated token, as it will be used to authenticate
Search APl requests.

w

Primary Information

7. Endpoint
Displays the API URL that applications and tools use to connect to the Threat
Intelligence Platform.

8. Authentication (Auth)
Specifies the authentication method required to access the API, such as a bearer
token.

9. Method
Indicates the supported HTTP request method (for example, GET or POST) used
when sending API requests.

10. Bulk Query Limit
Displays the maximum number of indicators that can be searched in a single bulk API
request.

APl Usage and Quota

Displays the APl usage details, including the daily quota limit and the date and time (IST)
when the quota is reset.
Note: The Refresh updates and view the latest APl usage and quota details.

SMAP

Seqrite Malware Analysis Platform (SMAP) is an advanced cybersecurity solution designed
to analyze, detect and respond to evolving malware threats. The platform leverages multi-
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stage processing, behavior-based detection, and deep forensic analysis to deliver
comprehensive file Analysis.

This integration allows you to analyze suspicious files within SMAP and securely share any
detected malware or ransomware with the SMAP community. On clicking SMAP tab, you
will be redirected to Seqgrite Malware Analysis Platform where you can perform static and
behavior analysis of any suspicious file in an isolated environment.

g

You are about to leave this page

You are being redirected to Segrite Malware Analysis Platform (SMAP).
Do you wish to continue?

After analysis, if SMAP identifies a file as malicious or ransomware, you can choose to share
it as intel (I0C) with the community.

Ef

Share Intel

Only the File Hash and its Malware Verdict will be publicly shared. No file contents or
sensitive metadata will be shared.

Caneel

Note: This is an add-on feature and requires activation. Please contact support team to
enable it.
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Cyber News

Segrite Threat Intel continuously aggregates the latest cyber threat information from
trusted RSS feeds and security blogs, enabling threat analysts to stay updated on global
developments and derive actionable insights.

= SEQRITE threatnee E © (< B
olld Dashboara Cyber News
News (Showing 100 out of 3528 News) Y Export History [ export
€ indicators
TITLE &2 PUBLISHED DATE 42 DESCRIPTION SOURCE LABEL/TAGS
S Adversaries
Ukraine Must Cultivate ‘Security-Minded' Cyb...  Sep 09 | 2026, 04:13:17 ’ dn.nyc3.cdn.di . infosecurity
@ Dark Web Fourms
Why Proofpoint Is Eyeing a Buy of Data Securi..  Sep 09 | 2026, 03:13:13 *+Deal Would Fill Gaps in Proofpoint’s Data Se... Bankinfosecurity
& vunerability Intelligence
[P Submissions by Lsers US Warns Chinese AI Firms Are Ilicitly Distillin...  Sep 09 | 2026, 03:13:13 [Mhitps:/fismg-cdn.nyc3.cdn. pac.. infosecurity
£ tntegration o Better AT Returns Start With Stronger Foundat...  Sep 09 | 2026, 03:13:13 y dn.nyc3.cdn. » urity.
[ cyber News FDA Pilot Gives Al Health Tools a RealWorld T Sep 09 | 2026, 03:13:13 lihttps:fismg-cdn.nyc3.cdn. » infosecurity
Suspected Russian Account Takeover Hacker .. Sep 09 | 2026, 01:13:52 y dn.nye3.cdn.di pac.. infosecurity
£33 admin v
Your Al Didn't Lie to You: It Was Just Being Ma...  Sep 08 | 2026, 23:12:56 **Hidden Al Activity Creates Security GapsTh..  Bankinfosecurity
Al Agents Can Make Human Oversight LessR...  Sep 08 | 2026, 23:12:56 lihttps:/fismg-cdn.nye3.cdn. .. infosecurity

Viewing Cyber News

You can view cyber news in detail such as title, published date, source, source, description,
and label/tags assigned to the cyber event. To view the cyber events, follow these steps:
1. On the Seqrite Threat Intel portal, click Cyber News in the left pane.

2. Onthe Cyber News page, select the cyber news and click the > icon.
The Detailed Information page displays the following details:

Detailed information x
BASIC DETAILS ~
Title Russian authorities arrest alleged

LeakBase admin behind stolen data
marketplace

Published Date Mar 26 | 2026, 08:47:36
Source Securityaffairs
Description Russian authorities arrested the

alleged LeakBase admin far running a
marketplace selling stolen data since
2021. Russian law enforcement has
arrested the suspected administrator
of LeakBase, a cybercrime forum used
to trade stolen personal data. The
suspect, from Taganrog, is accused of
running the platform since 2021.
During a search of his home,
authorities seized \[..\]

LABEL/TAGS ~

breaking news cyber crime hacking leakbase

security
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e Basic Details: title, published date, source, and description.
e Label/Tag: Shows the tags or labels assigned to the cyber news.

Filtering the Cyber News List

You can filter the cyber news list to refine results based on title, description, published date,
source, and label.
To filter the cyber news list, follow these steps:
1. On the Segrite Threat Intel portal, click Cyber News in the left pane.
2. On the Cyber Events page click v .
3. Enter the details that are, title, description, published date, source, label
and then click Apply.

Filters for Cyber News

Title

Enter the Title

Description

Enter the Description

Published Date

dd/mm/yyyy

Source

Enter the Source

Label / Tags

Contains - Search tag

Clear Filters Cancel Apply

The system displays filtered data.

Exporting Cyber News as a CSV/STIX

You can download all the cyber news currently visible on the page in the CSV or STIX format.
To export/download cyber news, follow these steps:
1. On the Seqrite Threat Intel portal, click Cyber News in the left pane.
2. Onthe Cyber News page click Export, select the format that is CSV or STIX 2.1, and
then click Export.

Viewing Export History

Export History shows a record of when and what cyber news are exported by the user. This
information tracks the usage of cyber news and can be useful in auditing and accountability
purposes.
Export History provides a record that is report name, file size, created date, the format in
which the cyber news were exported (STIX, CSV), and status.
To view the export history, follow these steps:

1. On the Seqrite Threat Intel portal, click Cyber News in the left pane.
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2. On the Cyber News page click Export History.

Cyber News

Portal

Cyber News
News (Showing 100 out of 10644 News)

TITLE I PUBLISHED DATE 2

Russian authorities arrest alleged LeakBase a...

Mar 26 | 2026, 0B:47:36

‘WebRTC Skimmer Bypasses CSP to Steal Paym Mar 26 | 2026, 06:53:00

Al-Based Threats Usher in 'Dark Period® for Cy...  Mar 26 | 2026, 02:56:13

DESCRIPTION

Russian authorities arrested the alleged Leak...

Cybersecurity researchers have discovereda ...

IN{httpsy//ismg-cdn.nyc3.cdn.digitaloceanspac...

SOURCE

Securityaffairs

The Hacker News

Bankinfosecurity

[A @ SsonaliTiwar @v

Y Export
LABEL/TAGS
breaking n... cybercri.. +3more
>

The list of exported cyber news is displayed.

Cyber-News

Export History

Showing 3 Reports based on your activity

EXPORT NAME FORMAT
Report_2025-12-11705:25:54.781Z.csv csv
Report_2025-12-11T05:20:03.6967.csv sV
Report_2025-12-11T05:18:20.755Z.csv sV

FILE SIZE

2.37KB

237KB

237KB

CREATED DATE

Dec 11 | 2025, 05:26:19

Dec 11 | 2025, 05:20:36

Dec 11 | 2025, 05:18:31

STATUS

(%) Success + 0}
© Success + o
(%) Success N o

[[@ @  HarshalPat ‘H; v

Q
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Admin

Within Segrite Threat Intel, following user roles are present:

1. Org Admin: Org admin can view the organization details. Org admin has the
authority to add and edit users, assign user roles, disable users, and view the license.
2. Org Analyst: Org Analyst can access all the tabs except Admin tab.

Users
Adding New User

For Cloud Users, Org Admin can add users through the Seqgrite CSM console only.
To add a user, follow these steps:

1. On the Segrite CSM page, click Admin Users on the left pane.
2. Click + Add User.

The Add User page is displayed.
3. Enter the user details and click Add.

For On Premise Users, Org Admin can add users in the Admin section.
To add a user, Follow these steps:
1. On the Seqrite Threat Intel portal, click Admin and select Users in the left pane.

2. Click + Add User.
The Add User page is displayed.
3. Enter the user details and click Add.

Editing a User

For Cloud Users, Org Admin can edit only user role in portal and all details through the
Segrite CSM console only.

For On Premise Users, Org Admin can edit the existing user from the admin section.
To edit the existing user, follow these steps:
1. On the Seqrite Threat Intel portal, click Admin and select Users in the left pane.
2. Onthe Admin Users page, click the Edit icon for the user that you want to edit.
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« Centralized Security
Management

(= SEQRITE rhreat Intel Portal

Admin Users

ollg Dashieard Total Users Enabled Disabled
13 13 0
€ Indicators
53 Adversaries Q m
@ Dark Web Fourms USER NAME 1= FIRST NAME 4= LAST NAME = EMALL 1 ORGANIZATION ROLE CREATED 4=
@ vunerabiity inligence Bhavanari Dheeraj Dheeraj Bhavanari dheeraj@test.com Seqrite Org Admin Jun02 | 2026, 14:22:27
[A) submissions by Users Bhavesh Mahulkar Bhavesh Mahulkar bhavesh@seqrite.com  Seqrite Org Admin Oct 22 | 2025, 15-37:20\/ >
Ed
& mntegration v DSCISync(Automated)  DSCI Sync dsci com  Seqrite Org Analyst Jan 26 | 2026, 15:40:34
[0 cyper Nens Hari Hari R harinadh.m@quickhe...  Segrite Org Admin Apr24 | 2026, 17:00:07
{83 Admin -~
Nitin Sawade Nitin Sawade nitin@quickheal.com Seqrite Org Analyst Dec 27 | 2024, 20:41:02
Users
. omkar k omkar K org analyst@gmail.com  Seqrite Org Analyst Mar 27 | 2026, 10:07:44
icense
e parag Patil Parag patil parag.patil@quickheal...  Seqrite Org Analyst Mar 25 | 2025, 10:30:24
3. Click >, a pop appears.
Admin Users
Total Users Enabled Disabled
13 13 0
USER NAME FIRST NAME 1= LAST NAME EMAIL {2 ORGANIZATION ROLE CREATED §=
Bhavanari Dheeraj Dheeraj Bhavanari dheeraj@test.com Seqrite Org Admin Jun 02 | 2026, 14:22:27
Bhavesh Mahulkar Bhavesh Mahulkar bhavesh@segrite.com Seqrite Org Admin Oct 22 | 2025, 15:37:20 / — )
DSCI SynclAutomated) DsCI Sync (Automated) dsci-sync@seqrite.com Seqrite Org Analyst Jan 26 | 2026, 15:40:34

4. Click Edit User.
5. Edit the user details and click Update.

User Details

PERSONAL

Actions

Disable User
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real @ al Pat @ v
Admin Users > Ed
Edit User
First Name Last Name *
Bandhan user
Email Address * Mobile Number *
alfiya.c@guickheal.com +91 7588850218
Role * Organization *
Org Analyst Bandhan Bank
Cancel Update

Disable a User
For On Premise Users, Org Admin can disable the user from the admin section.
To disable the user, follow these steps:

1. On the Seqrite Threat Intel portal, click Admin and select Users in the left pane.
2. On the Admin Users page, click the Edit icon for the user that you want to disable.
3. Switch the Disable User toggle and click Save.

@) @ .

Admin Users Edit

Edit User
First Name Last Name *
Bandhan user

Email Address * Maobile Number *

alfiya.c@quickheal.cor +91 7588850216
Role * Organization *

Org Analyst Bandhan Bank

1

cancel m

Or

4. Click >, a pop appears.

Copyright © 2026 Quick Heal Technologies Ltd. 48



Admin

1 Portal A @  sonali Tiwari @ v
Admin users
Total Users Enabled Disabled
127 105 22
0\ Search by user m

USER NAME 1= FIRST NAME 12 LAST NAME 1= EMAIL l= ORGANIZATION ROLE
Arya Jadhav Arya Jadhav aryajadhav@gmail.com Beta Test Corp Org Admin
Bhargav Bhargav Mule bhargav.c@quickheal.com Sanity2.0 Admin / \ > |
bhargav mule bhargav mule bhargav@mule.com Test 12 feb Org Admin

User Details x
PERSONAL ~
Actions

(©® Disable User <

@ Disable MFA

# Edit User P Reset Password

5. Switch the Disable User toggle.

Reset User Password

For On Premise Users, Org Admin can reset the user from the admin section. Following are

the steps:

1. On the Seqrite Threat Intel portal, click Admin and select Users in the left pane.
2. On the Admin Users page, click the Reset Password icon for the user for whom you
want to reset the password.

Copyright © 2026 Quick Heal Technologies Ltd. 49



Admin

Admin > Users
Admin Users
Total Users Enabled Disabled
1197 1183 14
. em

USER NAME FIRST NAME LAST NAME EMAIL ORGANIZATION ROLE
Bandhan user Bandhan user alfiya.c@quickheal.com Bandhan Bank Org Analyst /\ Om
Bank admin1 sachintest parashar sachinbankadmin2.p@cloudco...  Zyxel Org Admin
Bank admin1 sachintest parashar sachintest13443 p@cloudcolla. Bank of Badoda Org Admin
Bank admin1 sachintest parashar sachinbankuser2.p@quickheal..  Zyxel Org Analyst
bank bom user1 bank bom userl rupeshpunjabig0@gmail.com BOM Org Analyst

Or

3. Click >, a pop appears

1 Portal B @  sonali Tiwari @ v
Adamin users
Total Users Enabled Disabled
127 105 22
USER NAME 1= FIRST NAME {2 LAST NAME = EMAIL J= ORGANIZATION ROLE
Arya Jadhav Arya Jadhav aryajadhav@gmail.com Beta Test Corp Org Admin
Bhargav Bhargav Mule bhargav.c@quickheal.com Sanity2.0 Admin V4 \ > |
bhargav mule bhargav mule bhargav@mule.com Test 12 feb Qrg Admin

User Details *x
PERSONAL ~
Actions

(® Disable User

@ Disable MFA

m Resat Password

4. Click Reset Password. A confirmation pop up appears.
5. Click OK.
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An email is sent to the user with a new password.

License

This page is visible only to the admin user. On this page, admin can check the status of
Seqgrite Threat Intel license. The license details page gives details such as License status,
Product key, License Expiry Date (UTC), No. of users allowed to access the Portal, and Bulk
Search APl quota.

Audit Log

The Audit Log keeps record of login, logout, and forgot password activities in the system. It
includes:

Event Scope: The type of activity being recorded.

Event Status: The outcome of the event, such as Success or Error.
Timestamp: The exact date and time when the event occurred.
Message: Description of action.

User: The account or person who performed the action.
Organization: The organization associated with the user.

Filtering Audit Log List

You can filter the audit log list to refine results by event scope, event status, timestamp or
username.
To filter the audit log list, follow these steps:
1. On the Seqrite Threat Intel portal, click Admin and select Audit Log in the left pane.
2. On the Audit Log page click V.
3. Enter the details and click Apply.

Filters for Audit Log

Event Scope Event Status

Select Event Scope Select Event Status
| |

Timestamp User Name

dd/mm/yyyy Enter User Name

Organization

Enter Organization Name

Clear Filters

The system displays filtered data.
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Support

Head Office Contact Details

Quick Heal Technologies Limited

(Formerly known as Quick Heal Technologies Pvt. Ltd.)

Reg. Office: CTS No. 1442 to 1445 Thube Park, Shivaji Nagar, Pune — 411005.
Official Website: http://www.segrite.com

Emails to: support@seqrite.com

Contact No.:

e 1800-212-7377
Monday to Saturday 9:00 AM to 8:00 PM (IST)

e +91 7066027377
Monday to Saturday 9:00 AM to 8:00 PM (IST)

e 4919168625686
Monday to Friday 8:00 PM to 9:00 AM (IST)
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