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Version History

Version History

Doc Version Date Comment

1.0 March 12, 2025 Segrite Threat Intel 1.0

1.1 March 25, 2025 Included section on Vulnerabilities and Adversaries
along with other editorial and formatting edits.

1.2 April 25, 2025 Included section on Intel Submissions and support
for STIX 2.0 file download format for Indicators,
Adversaries and Vulnerability Intelligence along with
other editorial and formatting updates.

1.3 May 20, 2025 Included section on Reports (RSS Feeds and Blogs)
and Adversaries on Intrusion Sets (APT,
Ransomware and Campaigns) and minor
enhancements for improving usability.

1.4 October 10, 2025 | e Segrite Threat Intel is now accessible from

Seqrite’s Centralized Security Management
Platform (CSM).
1.5 December 19, e STl -SMAP integration
2025 e Improved Intel submission workflow

e Commercial feed for Enrichment

1.6 January 23,2026 | e Introduced sector—based I0C segregation

1.7 February 13, e |OCrisk score life cycle is available to the users

2026 in the form of graph

e Reports section is renamed to Cyber News

1.8 April 10, 2026 e Added support for bulk upload of IOCs

e Added Multi-Factor Authentication (MFA)
support

e Added Forgot Password functionality

e Duplicate I0C Submission Handling

e Introduced Audit Log section to capture login,
logout, and forgot password activities

e Enhanced real-time IOC risk scoring

e Support for STIX/TAXII 2.0 feed URL

e Vulnerability Intelligence now displays severity
scores according to CVSS 2.0, CVSS 3.x, and CVSS
4.0 standards

e Zero Day Vulnerabilities are now displayed in
the portal, and the tag is automatically removed
once a patch is released
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Version History

Doc Version Date

Comment

1.9 August 21, 2026

Users can now select and view any number of
available columns across all configurable table
views

Enable support for IPv6 addresses in the I10C
Value field for IP-type 10Cs submitted through
the Threat Intel Portal

Users can now report an IOC as a False Positive
directly within the portal by providing a reason
for the report on the IOC Details page

Bulk Search API and License-Based Quotas
Introduced a new Bulk Search API that allows
user to validate up to 1000 Indicators of
Compromise (IOCs) in a single request. This
update includes license-based daily quotas
(resetting at 00:00 UTC) and a new Search API
dashboard to track real-time usage and limits
The data export limit has been increased from
5000 to 10,000 records across all modules,
including Indicators, Adversaries, and
Vulnerability Intelligence

Introduced new Target Sector and Target
Country multi-select filters to the Adversaries
module

NIST and CNA have been added as the primary
sources of vulnerability information and scoring

2.0 September 11,
2026

Relocated Campaign Information in Adversary
New Feature: Dark Web Forums

2.1 October 30, 2026

Introduced Detection Rules section
Displaying 10C author (Source) information in
Indicators tab
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Introduction

Introduction

Seqrite Threat Intel is a real-time threat intelligence solution that aggregates intel from
various sources including QuickHeal’s rich Telemetry. This Intel is further processed and
disseminated over Segrite Threat Intel Portal. It provides actionable insights tailored to
industries like BFSI while ensuring compliance with regulatory requirements.

Seqrite Threat Intel 1.4 provides automated streams of useful threat information that
enterprises can ingest into their security tools to block threats or derive helpful insights. This
information includes traditional indicators of compromise (I0Cs) such as malicious Domains,
URLs, IP addresses, Malware hashes, Adversaries, Vulnerability Intelligence, Cyber Threats in
the form of RSS Blogs, Intel sharing between all Tenant etc. Information related to all the
threats are put together in STIX format and delivered to customers via the TAXII server.

Seqrite Threat Intel is powered by the Seqgrite lab process and detects millions of threats
every day. Information related to threats is messaged and put together in STIX format and
delivered to customers via the TAXII server. The following page details how you can obtain
Cyber Threat Intelligence (CTI) using the Trusted Automated Exchange of Intelligence
Information (TAXII) services.

What is STIX?

e Structured Threat Information eXpression or STIX is a language format used to
exchange CTI (Cyber Threat Intelligence). The STIX format is used to show
information related to indicator objects, malware objects and relationship objects.
Relationship objects link a common association between indicator and malware
objects.

e The STIX feed is in a standardized JSON format and conveys CTI data that can be
easily understood. It represents the common language where both entities client
and server, can use STIX for a common method of communication.

What is TAXII?

e Trusted Automated Exchange of Intelligence Information or TAXII, is a transport
protocol used to exchange CTI data over Hyper Text Transfer Protocol Secure
(HTTPS).

e TAXIl enables companies like Segrite to share CTl with other users by defining an API
that aligns with common sharing models.

e TAXIl is specifically designed to support the exchange of CTI represented in STIX
format.

e TAXIl integration with security controls such as SIEM, SOAR, TIP, enables
organizations to automate the sharing and consumption of threat intelligence,
thereby enhancing their ability to detect, analyze, and respond to cyber threats.

Copyright © 2026 Quick Heal Technologies Ltd. 8



Introduction

The TAXII and STIX Relationship

e The open-source projects of TAXIl and STIX standards were developed by the OASIS
CTI Technical Committee for the prevention and mitigation of cyber-attacks. STIX
indicates the cyber threat intelligence data and TAXII is the vehicle for the exchange
of that information.

e TAXIl is the mechanism for the transport of CTl represented in STIX format. You can

use TAXII services to share cyber threat information in a secure and automated
manner.

Relationship between Feeds and Collections

e As mentioned, STIX provides CTl data Feeds in JSON format. Feeds contain CTI data
from various collections.

e ATAXII Collection is an interface to a database of CTl objects provided by a TAXII
Server. It is used by TAXII Clients to request information from the TAXII Server.

e Itis common to use the term Feeds when referring to STIX CTI threat data with the

understanding that what comprises a CTl Feed is information from a Collection of CTI
objects.

Copyright © 2026 Quick Heal Technologies Ltd. 9



Cloud Deployment

Cloud Deployment

The Seqrite Threat Intel now also operates as part of a cloud-based deployment through its
integration with CSM (Centralized Security Management).

Accessing the Segrite Threat Intel

If you are an existing user follow the sign-in process using your credentials; if you are a new
subscriber, complete the following three steps to get started.

A. Register with Segrite Threat Intel/ Sign-Up with Segrite Threat Intel
B. Set Password
C. SigningiIn

A. Register with Segrite Threat Intel /Sign-Up with Seqrite Threat

Intel

To access Seqrite Threat Intel, you must first register using a product key.

Note: You will receive the product key after signing the agreement and completing the
milestone payment.

To register with Seqgrite Threat Intel, follow these steps:

1.

Enter the URL https://csm.seqrite.com/csm/signup/sti in the browser. The Sign-
Up page is displayed.

Click Register Here.

Register for Centralized Security Management page is displayed.

Select the Threat Intel Product Key checkbox, enter the product key, and click
Next.

Enter the Administrator Details like First Name, Last Name, Business Email
Address, Mobile No., Job Role, and click Next.

Enter the Company Details like, Company Name, Industry, Company Size,
Country, State, City, Preferred Product Language, and click Next.

If the email address is incorrect, click Click here to edit to update the email
address and click Confirm.

B. Set Password

Once you register successfully, you will receive an email with the activation link to set
password. To set a password, follow these steps:

1.
2.

Click the activation link given in the email.
Enter password and click Set Password.
The Sign in page is displayed.

Copyright © 2026 Quick Heal Technologies Ltd. 10
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Cloud Deployment

C. Signing In

To access Seqgrite Threat Intel, follow these steps:

1.

Enter the email ID, password and click Sign in.

The Two- factor Authentication page is displayed.

Enter the OTP you have received on your registered email address or registered
phone number and click Verify.

The Segrite Centralized Security Management License Agreement page is displayed.
Agree with the terms of SEQRITE END-USER LICENSE AGREEMENT and click Yes, | Agree.
The Segrite Centralized Security Management dashboard is displayed.

Click STI on the left pane. The dashboard of Seqgrite Threat Intel is displayed.

Forgot Password?

Follow these steps to reset your password:

1.
2.

E

Click Forgot Password? link on the Sign in page.

Enter your registered email ID, select the CAPTCHA checkbox and click Recover.
Instructions for resetting the password will be sent to your registered email address.
Open the email with the subject line Reset your password.

Click Set a new password button provided in the email.

On the Set Password page, enter new password, confirm password and click Set
Password.

Click Go to Sign In! and sign in with the new password.

Copyright © 2026 Quick Heal Technologies Ltd. 11



On-Premises Deployment

On-Premises Deployment

Seqrite Threat Intel is a web-based application hosted in Customer premises.
To access this portal, follow these steps:

1. Go to https://stip.seqrite.com/.

2. On the Sign In page, login with the provided credentials.

SEQRITE

SERITE

Threat Intel Portal

ick Heal Technologies Ltd. | Privacy Policy
3. Once authenticated, the user will land on the Dashboard.

Forgot Password?

Follow these steps to reset your password:

1. Click Forgot Password? link on the Sign in page.

2. Enter your registered email ID and click Send Code. The verification code/OTP will be
sent to your registered email ID.

3. Enter the verification code and click Verify Code.

Enter new password, confirm password and click Sign in.

5. Click Back to Login and login with the new password.

E

Copyright © 2026 Quick Heal Technologies Ltd. 12



Setting Up Organization and Analysts

Setting Up Organization and Analysts

An administrator sets up the organization’s structure, assigns user roles, and can disable the
account.

1. Setting up organization

e Segrite admin will create organizations within the portal.
e Admins assign an Organization Admin for each created organization.

2. Adding Users

e Organization Admins can add Analysts and assign roles such as:
o Org Admin: Full access to manage the organization.
o Org Analyst: Can view and analyse threat Intel data.

3. Disabling Accounts

e Segrite admins can disable organizations or specific analysts.
e Segrite Admin or Organization Admin can disable specific users of their
organization.

User Roles and Feature Access

The following table outlines the different user roles within Segrite Threat Intel and their
corresponding access permissions to various features.

Feature Org Admin Org Analyst
Dashboard o =
Indicator | o
Adversaries | o
Dark Web Forums M =
Vulnerability Intelligence B =
Submissions By Users M =
Detection Rules M o
Integration

TAXII Details e h 4
Search API v »
SMAP [~ =
Cyber News = v
Admin

Add / View User v p 4

Copyright © 2026 Quick Heal Technologies Ltd. 13



Setting Up Organization and Analysts

Feature Org Admin Org Analyst
License B 4
Audit Log = X

Copyright © 2026 Quick Heal Technologies Ltd. 14



Dashboard

Dashboard

The dashboard is the default page that is displayed after you log on to the Segrite Threat
Intel portal. The dashboard helps to navigate easily to all the features or components of the
Seqrite Threat Intel portal.

= SEGRITE mrestineel poral m e -
o Centralized Securlty
T Manageder R ER L SN LT B ien UpdraitCentral keys used to backdoor WordPress sites  Mozilla, Google, Apple block compromised eMudhra CA certificates NSO Spyy
olll Dashboard
Ongoing Attacks m
€& Incxators
o3, INDICATORS AFT GROUPS RANSOMWARE GROLIPS HACKTIVIST GROUPS MALWARE FAMILIES EXPLOITED / TOTAL
oo & VULNERABILITIES
oo
233.53K 2 31 0 1.46K 15.51K
T
t Total Indicators vs Inactive Indicators 10C pistribution By Type
[ s
= 25,000
5 - 1
|
@ o I
= |
|

] 1 i1

51 A v L] I\ 4|
I\ T.a |
800 | i [ .
L YL %A X
ALY A AN \a
n I A Y - \ f \ /
A/ N w-\.‘ﬂ X\
i dila |
1 S5 a3 a1 Oct 11 Ox2 15 Ot 1 - ° . . ™
T | Indi ti ndicaton

Dashboard Metrics

The dashboard gives a glimpse of predefined metrics related to Indicators of Compromise
(10C). Some (not limited to) pre-defined metrics are as follows.

Section

Description

Live Threat Feed

Display all the latest Cyber Threat news reported from reputed
and reliable sources.

Quick Statistics

Statistics on the Reported Indicators, APT Groups, Hacktivist
Groups, Ransomware Groups, Exploitable CVEs.

Total Indicators vs Inactive
Indicators

Timeline view of all reported active Indicators vs Inactive
Indicators.

IOC Distribution by Type

It shows the breakdown of 10C by categories such as IPs,
domains, or files.

IOC Risk Score Distribution

It gives visual representation of risk levels (low, medium, high)
for detected 10C.

Most Active indicator Tags

Gives the type and count of the most active malware categories.

Top Products affected by
CVEs

List of Products / applications which are most exploited by their
vulnerabilities.

Copyright © 2026 Quick Heal Technologies Ltd.
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Dashboard

Section

Description

CVE Distribution by Severity

Distribution of all reported vulnerabilities based on their CVSS
score as Critical, High, Medium and Low.

APTs (Advnaced Persistent
Threats)

APTs (Advnaced Persistent Threats). Shows the top 10 active
most targeted by APTs, top 10 sectors most targeted by APTs,
and their top 10 victim distribution across globe.

Ransomware Groups

Displays the top 10 Ransomware Groups, top 10 sectors targeted
by Ransomware, and their top 10 victim distribution across the
globe.

Hacktivist Groups

Displays top 10 targeted Hacktivist, top 10 sectors targeted by
hacktivist, and their top 10 victim distribution across the globe.

Malware

Displays top 10 trending malware category, top 10 trending
malware families, and malware threat activity.

Top 10 Organizations
targeted by Adversaries

Top 10 Organizations which are targeted by Adversaries.

Top 10 Sectors targeted by
Adversaries

Top 10 Sectors which are targeted by Adversaries.

Top 10 Adversary
Techniques

Top 10 techniques used by Adversaries to carry out a Cyber-
attack.

Latest Adversaries

Shows recently active or newly observed threat actors.

All the above metrics on the Dashboard can be filtered to view Global Intel or Sector specific

Intel.

Glossary

Glossary provides clear definition of key terms and phrases used throughout the Seqrite
Threat Intel. It helps users to understand words and concepts related to cyber threats,

attacks, and security.

Copyright © 2026 Quick Heal Technologies Ltd. 16




Glossary

TERMS

Adversary Name

Adversary Type

Attack Vector

Attacker Goals
Attacker Motvations
Attacker Origin Country
Avallability Impact

Campaign

Command and Contral (G2} Server

Confidence Rating

Dashboard

DEFINITIONS

The identified threat actor or group (2.q., APT29, Lazarus Group, FINT, Conti Teem).

Claszification of Adversaries such as: Nation-State, Cyhercriminal Syndicate, Hacktivist Collective, Inzider Threat, ar

Dpportunistic Actor.

The pathway used by an anacker 10 compromises a system, whether (emotely over netwerks, from nearby connected
networks, locally on 1he device, or through direct physical access 1o hardware.

The intended outcomes, such as data theft, ransomware deployment, credential harvesting, or surveillance.

The intent behind the attack, such as fi ial gain,

ge, paolitical infl or disruption
The suspected country of operation or sponsorship of the threat actor.
A measure (None Low, Meoium, Highj indicating whether services could De distupled, degraded, of 1aken offling.

A coorcingted series of cyber opeations conducted by an adversary toward a specific objective over time.

A server controlled by awackers 1o manage compromised systems, issus commands. exfilirate data, or deploy
acoditinnal malwars

A measure (0—100) indicating how reliable and the thicat i

User Guide

The User Guide section provides access to product documentation.

= B o @-
User Guids
Indicators “ Sector Stow Chare (&) w  Lasi 1 Monatn -
T 7 AR

User Profile

The User Profile section on the upper-right corner of the dashboard shows the name of the
registered user and following options:

m o Q-

8 Role MSSP Admin

Ongoing Attacks

INDICATORS APT GROUPS RANSOMWARE GROUPS HACKTIVIST GROUPS MALWARE FAMILIES @ view Profiie
B8 Suppc
8.63K 94 106 231 969 o
@ Abour

@ Change Pasaword

Logout

Total Indicators vs Inactive Indicators 10C Distribution By Type

Role
Displays the role assigned to your user account.

View Profile
Displays your profile information, including:
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Dashboard

e First Name

e Last Name

e Email

e Organization

e Sectors: The sectors associated with your organization.

e Switch to UTC: Controls how date and time values are displayed across the portal.
When enabled, supported timestamps are displayed in UTC, when disabled,
timestamps are displayed based on your local time zone settings.

Support
Provides access to support resources and assistance.

About
Displays information about the platform, including the current version, End User License
Agreement (EULA), Privacy Policy, Legal Notices, and Open Source Compliance details.

Logout
Signs you out of the portal.

Theme Selection
Use the Dark Theme and Light Theme icons to switch between the available display themes.

Copyright © 2026 Quick Heal Technologies Ltd. 18



Indicators

Indicators

The Indicators tab provides a detailed overview of all newly detected I0Cs. I0C includes IP
addresses, domain names, file hashes, and URLs that can be used to detect malicious
activity. These indicators help to detect, analyse and respond to cyber threats effectively.

= SEGRITE mreatincer porta m e -
o Centralized Securly
Y Managernier Indicators m Secto Shipw Chart (&)
elln ¢
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—— "

@ i i -hh_.“_H'./ \._,A. \\/» — \\/.‘-\.‘_\_\_\‘._\_'

(} e Sep2t  Ses23 SeR2S  Sepdl  Sep28 0o Out0d D05 Octl? Octdd Qo Det13 Ocbs Dt Oetfd Gad

M -

= Showing 100 out of 233667 Indicators m v Expart Histary 7 £xpart
& e E K CE

=

@

The Indicators tab provides graphical and tabular presentation of global and sector specific
IOC. You can view the I0C details and filter the I0C chart by specific date range that is last 1
day, last 7 days, last 1 month, last 3 months, last 1 year, and can select a custom date range
as well.

Viewing the I0C Details
You can view the I0C details such as description or IOC name, type of 10C, risk score,

confidence score, source, first and last seen in the tabular format.

To view the details of each 10C:

1. On the Seqrite Threat Intel portal, click Indicators in the left pane.

2. On the Indicators page, select the indicator and click the > icon.
The indicator details page displays the following details:
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Indicators
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Targacs Country L Thaland BALI-2E
Recommendations
Immediate Quarantine & Investigate - Treat as confirmed malware, remove from all systems and analyze imoace. Confirm behiniour wich Sand bos

¢ Indicator Overview: Risk score, confidence score, and the description of the I0C.

10C Risk Score Lifecycle: The lifecycle of an IOC’s risk score is now made available to
the users in form of a graph.

Attributes: Key properties such as source, detection date, type. Incase if IOC type as
IP address we can get additional attributes such as Country, City, ASN, Geolocation,
Hostname, Registrant Information, Open Ports by leveraging enrichment connectors.

TTP Mappings: Links to tactics, techniques, and procedures associated with the I0C.
Associations: Known relations with Threats Actors, Malware or 10Cs.

Victimology: Victimology is the study of who attackers target, helping analysts
understand patterns across victims, such as industries, and regions.

Recommendations: Recommended action for selected 10C.
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Selecting Column from the Column Selector

The Column Selector allows you to customize the table view. You can choose the desired
column to display on a table.

e To choose columns, click i on the Indicators page, and select the desired column.

Filtering the 10C List

You can filter the 10C list to refine results based on attributes or categories.
To filter the I0C list, follow these steps:

1. On the Seqrite Threat Intel portal, click Indicators in the left pane.
2. On the Indicators page, clicky .
Filters for Indicators

Type

Select the indicators type

Risk Rating

Select Condition - Enter Rating {0-100)

Confidence Rating

Select Condition - Enter Rating (0-100)

First Seen Last Seen

dd foamy/yyyy E od/mmy iy

Status Source

Select Status Select Source

Clear Filters

3. Enter the attribute that is indicator name, type, risk ratings, confidence rating, first
seen date, last seen date, tags, status (active/inactive), source and click Apply.
The system displays filtered data.

Exporting 10C as a CSV/STIX

You can download all IOCs currently visible on the page in the CSV or STIX format.
To export/download the 10Cs:
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1. On the Segrite Threat Intel portal, click Indicators in the left pane.
2. On the Indicators page click Export, select the format that is CSV or STIX 2.1, and
then click Export.

Viewing I0C Export History

Export History shows a record of all the Indicators of Compromise (I0Cs) that have been
exported by the user.

Export History provides a record that is export name, format (STIX or CSV), file size, created
date, and status.

1. To view the export history, either click Export History on the Indicators page.

Indicators m Secto Show Chart (_©) Last 1 Manth

Total Indicators Count

N
1t .___,/ /\'/..‘h\\\ /,‘\// _"“—“-—"\//Lw—"’-r.x\‘\v/'“'v".\\

Sep 24 Sep 26 Sep 28 Sep 30 Ot 02 Oct 04 Ot 16 Oct 18 Oct 20 Oct 22

showing 100 out of 226820 indicators m v [ export
The list of exported I0Cs is displayed.

M (@ | Harshal Pat @ v

Export Histary

Q

Showing 8 Reports based on your activity

EXPORT NAME FORMAT FILE SI7E CREATED DATE STATUS
Trclicator_202511.27T06:19:40 8152 json ST 3.30 MB Now 27 | 2025, 052745 ) Success A+ o
Indicator 2025-11-27T06:19:37.5527 cov s 500,35 KB Mew 27 [ 2025, 06:19:45 Success ~+ Il
Indicator 2025.11-19T12:18:15.9657 cov sy 1254 KB Mo 19 | 2025, 121815 Success W m
Tndicator_202511-18T10015:16 0257 [san STI ET Bytes Now 18 | 2025, 1001547 /) Success + T
Indicator_2025-11-18T0%:15:14.2182.c5v sy 238 Bytes Nov 18 | 2025, 05:15:14 {¥) Success “+ (0]
Inglicator_ 2025-11.1870%:14:52.590Z.c59 csy 238 Bytes Mov 18 | 2025, 031451 ) Success &

2. Download the file from Export History after the export is complete.
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Reporting False Positive for I0Cs

A False Positive occurs when a safe file, IP address, or domain is mistakenly identified as a
threat (Indicator of Compromise). Reporting false positives helps improve threat detection
accuracy and prevents safe items from being incorrectly blocked.

If you believe an IOC in the portal is incorrect, you can report it directly from the Seqrite

Threat Intel interface.
To report the false positive for IOC, follow these steps:

1. On the Segrite Threat Intel portal, click Indicators in the left pane.
2. On the Indicators page, select the indicator and click the > icon.

3. Click Report as FP.

TITRE 117 COIT eSO vTewy

ASSOLTAUIUNS

RELATION DETALLS

Pud I 15623947245 14-Ag-26

Recommendations

Mo Recommendations Available

& 2eporT as FP

4. Enter the reason for reporting the indicator as a false positive and click Submit.

The system will send an email notification to the Seqrite’s team with the relevant IOC and
reporter details for review and validation.
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Adversaries

An Adversary is any individual or a group that attempts harmful activities like cyber-attack
or spying to threaten cyber resources.

The Adversaries tab gives information about the detected adversaries. Adversary details
include adversary names, type, target country, target industry, first seen and last seen.
These adversary details help to detect, analyse and respond to cyber threats effectively.

= SEQRITE  mhreatincet porta m e -
o Cenmralized Serurity
Y Managerrier Adversaries m Secto Shipw Chart (&)
Jln
ol Total Adversaries Count
€3 L
£3 hersaic E A /
\
0 Dare Wes Forume / \ III."I
® P iy AR . .
gt o sep 26 on E=T1] 1 e om et - 13 ont
{ } pewevonmuies
[ as Showing 100 out of 149 Adversaries m v Expart Histary 3 Exporr
Bt - L ey -
M o} L06 0000,
£ 06 LO:00:00 Ko

B &

El A 06 | 2026, L0-0 ¢ 2

& " o o

This intel offers a comprehensive view of threat actors, including their tactics, techniques,
and associations. It helps in understanding attacker motives, targeted regions and targeted
sectors. Organizations can use this intelligence to anticipate attacks and enhance threat-
hunting capabilities.

Viewing the Adversary Details

You can view the adversary details such as adversary name, type, target country, target
industry, first and last seen in the tabular format. To view the details of each adversary,
follow these steps:

1. On the Segrite Threat Intel portal, click Adversaries in the left pane.
2. On the Adversaries page, select the adversary and click the > icon.
The adversary details page displays the following details:
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Fortal @ G @ v
Mdversaries 3 BO7feba Afcl-4343 Bf1E-E56087E23102
MuddyWwater
Qverview First Seen on: 25 AL 55 Last Seen on: 22 May 2026 | 08:01:07
MName Adversary Type nation-ctate
Descriprion T Wk T | Motivations i+ tion
L ater av  onehub sector-aerospace & defense
View all § Tags
Associations MITRETTP Diamond Model Correlation View
A TION TAL NAME ASSOCIATT A RESEARCHER REMARKS
Attributed To Campaign i threat-d5eS0067-3238-50¢3 A3, 23:May-26
Indicates Indicator & surgery.heaithydefinitatru DA Anr-DG
Indicates [ndicator U bandage healthwdefinitctrunboc.. 24-Anr-26
Inclicates Indicates 10 s pacpsafi sit 2y
Victimology
RELAT ETAl MNAME ASS TATIC RESEARCHER REMARKS
Target= Sector L Emargy & Utliipes 1043
Targets Sector & Logestcs & Transportation
Tarpets Sector 1 Govemnment 10a
Targets Sectr O Information Technology & Scftw... 104
e Adversary Overview: Adversary Name, Attack Origination, Goals, Motivations, First
Seen and Last Seen.
e TTP Mappings: Links to tactics, techniques, and procedures associated with the
adversary.
e Associations: Displays known relationships between the selected adversary and

related entities. Information is organized under the following tabs:

Threat Actor: Associated threat actors linked to the adversary.

O

o Malware: Associated malware with the adversary.

o Tools: Tools used by the adversary.

o Vulnerabilities: Vulnerabilities exploited by or associated with the adversary.
O

domains, URLs, and file hashes.

Indicators: Related Indicators of Compromise (IOCs), such as IP addresses,
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e Victimology: Victimology is the study of who attackers target, helping analysts
understand patterns across victims, such as industries, and regions (Target Country,
Target City, Target Sector).

Selecting Column from the Column Selector

The Column Selector allows you to customize the table view. You can choose the desired
column to display on a table.

e To choose columns, click 0% on the Adversaries page and select the desired
column.

Filtering the Adversary List

You can filter the adversary list to refine results based on types.
To filter the adversary list, follow these steps:

1. On the Seqrite Threat Intel portal, click Adversaries in the left pane.

2. On the Adversaries page click 7.

3. Enter the attribute that is adversary name, type, target country, target industry, first
seen date, or the last seen date, and click Apply.

Filters for Adversaries

Adveraary Namo

Enter Adversary name

Types

Select the Adversary type

Target Country

Coniains - Select target counry

Target Industry

Contains - Selecttarget industry

First Seen Last Seen

dd/mm/yyyy E adfmm/yryy

Clear Filters Cancel

The system displays filtered data.

Exporting Adversaries as a CSV/STIX

You can download all adversaries currently visible on the page in the CSV or STIX format.
To export/download the adversaries, follow these steps:

1. On the Seqrite Threat Intel portal, click Adversaries in the left pane.
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2. On the Adversaries page click Export, select the format that is CSV or STIX 2.1, and
then click Export.

Viewing Adversary Export History

Export History shows a record of all the adversaries that have been exported by the user.

Export History provides a record that is export name, format (STIX or CSV), file size, created
date, and status.

1. To view the export history, click Export History on the Adversaries page.

Partal __l__ il @
Adversaries m SECHo show chare (_ & 351 1 Manth
Total Adversaries Count
A /\\\“/g\~ il \/___1\\/ \
o —s—s" \._. ‘-.._4_._._..__.._L__/\ . oo
Feb 24 EFeb 26 Fob 28 Mar 02 Mar a4 Mar 06 Mar 08 Mar1d Mar 12 Mar Mar 16 MariB Mar 20 Mar 22 Mar 23 Mar Jb
showing 50 out of 50 Adversaries e v [ export
ADVERSARY NAME 12 TYPE LS TARGET COUNTRY TARGET IMDUSTRY FIRST SEEN 12 LAST SEEN [ CAMPAIGNS
Test Advesary War 10 | 2026, 18:30:00 Mar 23 | 2025, 08:13-09 Mo |
The list of exported adversaries is displayed.
e T it o v
;::;
Showing 2 Reports based on your activity
POKT NAME FILE
K25-00-137 * I 5 HE pri 3 A
24137045 C B Apri13 | 2026045028 (7] Succems +

2. Download the file from Export History after the export is complete.
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Dark Web Forums

The Dark Web Forums tab displays reports and news sourced from dark web forums,
marketplaces, leak sites, and threat actor communities. Seqrite researchers and analysts
compile these reports through ongoing monitoring and analysis of relevant dark web

activities.
= SEQRITE  mreatimee porual H (5]
o Centralized Securlry -
Y Managermier Dark Web Ferums u part Histary Exp
ol emsbbcarn Family Health Pan Tnsur L fers Alleged Data E t -
tir- Healthcare & Pharr T o I TPA Limited L
¥ Incatoes
=) Me { Indlia Sufl al 4 b -
@ Sector Food & Beverage 4 feDon T i
0 Dk W
& Vunesail Jad
Hifaik oo
{}pe
@ r v
India
5 e
[@ croer e "
s Trdian Ministry of D I
=1 #lleged sale of Ministry of Earth Sciences, Ind D o
Bl 1 ; 1 X

Each report may include the following details:

Field Description

Target sector Industry sector the activity is directed at

Target Organization Named organization referenced in the source material
Target Country Country associated with the target

Description Summary of the observed activity or posting
Researcher’s Remark Analyst commentary and assessment

Linked Adversaries Threat actors associated with the report

Tags Keywords for classification and search

Raise RFI (Request for Information)

You can request additional detail about a specific report. Your request goes to the Seqrite
Research Team for review. If approved, the team sends the information to your registered
email address.

Note: Upon approval, the research team will share supporting information such as Evidence
screenshots, sample data dumps, and other relevant information to your registered email
address.

Important: The Request RFl option appears only for reports where Seqrite holds additional
information.

To raise RFI, follow these steps:

1. On the Segrite Threat Intel portal, click Dark Web Forums in the left pane.
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2. On the Dark Web Forums page select the required forum report and click Request
RFI.

Filtering the Dark Web Forums

You can filter the dark web forums to refine results.
To filter the adversary list, follow these steps:

1. On the Seqrite Threat Intel portal, click Dark Web Forums in the left pane.

2. On the Dark Web Forums page click v .

3. Select adversary, sector, targeted organizations, publication date, targeted country,
and tags.

4. Enter description and click Apply.

Filters for Dark Web Forums

Adversary Sectors

Select - Select

Targeted Organisations Publication Date

Select dad/mm/yyyy

Targeted Country

Caontains Select targst country

Tags

Contains Search tag

Deacription

Enter seme brief description.

Clear Filters Cancel

The system displays filtered data.

Exporting Dark Web Forums

You can download all Dark Web Forums currently visible on the page in the CSV format.
To export/download the Dark Web Forums, follow these steps:

1. On the Seqrite Threat Intel portal, click Dark Web Forums in the left pane.
2. On the Dark Web Forums page click Export CSV.

Viewing Dark Web Forums Export History

Export History lists all dark web forums you have exported, along with details such as the
export name, format (CSV), file size, creation date, and status.

1. To view the export history, click Export History on the Dark Web Forums page.
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Family Health Plan Insurance TPA Limited Suffers Alleged Data Breach S e S
Jublication Date: Sep 00, 2026 14030 b
Sector: Healtheare & Pharmaceuticals Targeted Orgarizations: Family Health Plan Insurance TPA Limited Targeted Countrics: India
McDenald India Suffers Alleged Data Breach . PN s P
Publication Diate: Sep 09, 2026 | 174420 W
i Food & Beverage  Targetso Organizations: MeDonald's India  Targered Countries: Tnetla
Bilak Suffers Alleaed Data Breach
The list of exported dark web forums is displayed.
u Cark-Web-Forums Export History
(e
L
Showing 2 Reports based on your activity
FXFORT NAME FORMAT FILE STZE CREATED DATE STATUS
Dark-Web-Forums_2026-03-08T08:55-41 T272.csu s 1552 KB Sep OB | 2026, 14:23:45 2 Success A &
Dark-Wieb-Forums_2026-01-21T0:16:10 0302, csv v 1.33 M8 Jan 21 | 2026 15:46:17 (©) Success <+ &

2. Download the file from Export History after the export is complete.
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Vulnerability Intelligence

Vulnerability intelligence provides insights into newly discovered vulnerabilities, including
severity, exploitability, and affected systems. It includes patch details, associations with
known threats. This helps organizations proactively mitigate security gaps and strengthen
their defenses.

= SEQRITE  mreatimee porual E ® G-

Centralizod Securiny
€ Managamer vulnerability Intelligence &
e o

Vulnerabilities Added
/ \ A
& | f \_\ / \
. Wl 06 .r/ |8 / \
M, = - B 4

Wl . - -— 5 g Y -
® E Ty = S o = ~ P \b
{} e I op 25 oxt gerd %103 1 Oct 21
™ =
ks Showing 100 out of 15508 vulnerabilities m v expart History [ expart

g

(SR AT
[ o VE 2026 e 1 " 1 x

&
<

The Vulnerability Intelligence tab provides graphical and tabular presentation of detected
vulnerabilities. You can view the vulnerability details and filter the vulnerability chart by
specific date range that is last 1 day, last 7 days, last 1 month, last 3 months, and last 1 year.

Viewing the Vulnerability Details

You can view the vulnerability details such as CVE ID, description, created date, modified
date, CVSS2.0, CVSS3.0, CVSS3.1 and CVSS4.0 scores, confidence and exploited in the
tabular format. You can filter and find the Vulnerabilities against the controls/products
used in your organization.

Note:

e Vulnerabilities shown along with the # icon are Zero Day Vulnerability. Once a
patch is released, the Zero Day designation is removed from vulnerability.

e Avulnerability is classified as a Zero-Day Vulnerability until a patch is released and it
remains actively exploitable, regardless of how much time has passed since its
discovery.

To view the details of each vulnerability, follow these steps:

1. On the Seqrite Threat Intel portal, click Vulnerability Intelligence in the left pane.
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2. On the Vulnerability Intelligence page, select the vulnerability and click the > icon.
The vulnerability details page displays the following details:

Fortal FH B8] @ -
E 2
Vulrerbiley »  78be4641-6115.4715-BcT1 53818999804

CVE-2026-74845

Overview Created Date 17 Aug 2025 | 17:46:42 Muodifind Date: 17 &ug 2026 | 162237

zl CWS5 W Descriptior Of
View get
CVSS V3 Scare | wigh B8 | Patch Status M
Attack Vector Motwark Integrity Impact O High Tags we-d!
Avafabiity Impact ) High Confidentiality Imgact () High
External Referpnces hr TSR CLIFITY, COMINaws4040700-1051 48882208800
CEFT O IWenicp-139-11109-82377-2 htm
MIST: NVD assessment is pending.
WEERTICE
Associations Correlation View

e Overview: CVE Name/ID, Description, Tags, Attack Vendor, CVSS 2.0, CVSS 3.x,
CVSS 4.0, Attack Vector, Description, Patch Status, affected products, risk score,
External References, Confidentiality, Integrity, Availability (CIA) Impact, and NIST
and CNA represent the sources of data.

e Associations: Known relations with Malware, I0Cs or Threat Actors as well as
techniques and procedures associated with exploiting the vulnerability.

Selecting Column from the Column Selector

The Column Selector allows you to customize the table view. You can choose the desired
column to display on a table.

e To choose columns, click @ on the Vulnerability Intelligence page, and choose the
desired column.

Filtering the Vulnerability List

You can filter the vulnerability list to refine results based on CVSS V3 score or confidence
ratings.
To filter the vulnerability list, follow these steps:

1. On the Seqrite Threat Intel portal, click Vulnerability Intelligence in the left pane.

2. On the Vulnerability Intelligence page click v .

3. Enter the details that are, CVE ID, description, CVSS V3 score, confidence rating,
created date, modified date, exploited, and then click Apply.
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Filters for Vulnerabilities

CVE ID

Erter CVEID

Exploited Zero day Vulnerabilitices

Select Expleited Selent Zero day Vulnerablities

CVES Score

Select Version w  Select Condtion  w | Enter Reting (0-10)

Creatad Date Modified Date

o Ty Yy ﬂ /T YYYY

Affected Product

Contains - Sslect affected prodiict

Clear Filters Cancel Apply

The system displays filtered data.

Exporting Vulnerabilities as a CSV/STIX

You can download all the vulnerabilities currently visible on the page in the CSV or STIX
format.
To export/download vulnerabilities, follow these steps:
1. On the Segrite Threat Intel portal, click Vulnerability Intelligence in the left pane.
2. On the Vulnerability Intelligence page click Export, select the format that is CSV or
STIX 2.1, and then click Export.

Viewing Vulnerability Intelligence Export History

Export History shows a record of all the vulnerabilities that you have exported. Export
History provides a record that is export name, format (STIX or CSV), file size, created date,
and status.

1. To view the export history, click Export History on the Vulnerability Intelligence
page.
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'ortal

Vulnerability Intelligence

Vulnerabilities Added

[H @ SonaiTin 6

Show Chart (@

Showing 100 out of 735 vulnerabilities

CVEID |2 DESCRIPTION CWSSVE (0100 42

Last 1 Montn
M Ma Mar 1 ) Mar 24 ar 21
m Y Export History @ Export
CREATED DATE 2 MODIFIED DATE J2 AFFECTED PRODUCTS EXPLOITED

The list of exported vulnerabilities is displayed.

Fortad

Showring 3 Aeports based on your activity

&1 BAl

2. Download the file from Export History after the export is complete.
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Detection Rules

The Detection Rule section displays the list of YARA rules created by threat researchers.

= SERITE  mreatineel portal m ® e ‘

Ruleset

You can browse rule metadata, view detailed information for YARA rules, and download
rules for operational use.

Viewing the Detection Rule Details

You can view the detection rule details such as rule name, tags, adversary, malware
category, malware family, update date and creation date.
To view details of each detection rule, follow these steps:

1. On the Segrite Threat Intel portal, click Detection Rules in the left pane.
2. On the Ruleset page, select the rule and click the > icon.
The rule details page displays the following details:
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YARA Backdoor_BulkUpload YRS714
Backdoor BulkUpload YRS114

Rule Details Creation Date: 19 O 2025 | 121341 Update Date! 13 001 2036 | 13014:52

YARA Rule Patramm

Associations MITRETTP Correlation View

NAME

Indicates Makware LI BulkUpigad 19 Dt 24

e Rule Details: Rule name, description, malware category, status, YARA rule
pattern, creation date, and update date.

e Associations: Displays known relationships between the selected adversary
and related entities. Information is organized under the following tabs:

Threat Actor: Associated threat actors linked to the rule.
Malware: Associated malware with the rule.

Tools: Tools used by the rule.

Vulnerabilities: Vulnerabilities exploited by or associated with the
rule.

o O O O

o Indicators: Related Indicators of Compromise (I0Cs), such as IP
addresses, domains, URLs, and file hashes.

Selecting Column from the Column Selector

The Column Selector allows you to customize the table view. You can choose the desired
column to display on a table.

e To choose columns, click %2 on the Ruleset page and select the desired column.
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Filtering the Detection Rule List

You can filter the detection rule list to refine results based on types.
To filter the detection rule list, follow these steps:

1. On the Segrite Threat Intel portal, click Detection Rules in the left pane.

2. On the Ruleset page click 7 .

3. Enter the attribute that is rule name, tags, malware category, malware family,
creation date, update date and click Apply.

Filters for Detection Rules

Rule Mame

Enter the rule name

Tags

Contains

Malware Category

Contains Search malware category

Malware Family

Contains Search malware family

Creation Date Update Date

dd/mmiyyyy E dd/rmy/yyyy

Clear Filters

The system displays filtered data.

Exporting Detection Rules as a CSV/STIX

You can download all the detection rules currently visible on the page in the CSV or STIX
format.
To export/download detection rules, follow these steps:

1. Onthe Segrite Threat Intel portal, click Detection Rules in the left pane.
2. On the Ruleset page click Export, select the format that is CSV or STIX 2.1, and then
click Export.
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Viewing Detection Rule Export History

Export History shows a record of all the detection rules that you have exported. Export

History provides a record that is export name, format (STIX or CSV), file size, created date,
and status.

1. To view the export history, click Export History on the Ruleset page.

Ruleset

Backdoor BulkUpload YR?284

Backdoor Bubdipload Oct21 | 2026, 15:1%:., Oct 21 | 2026, 15:13:.

The list of exported detection rules is displayed.

Q

Showing 1 Reports based on your activity

Detection_ Rule_2026-10-24TH0:12:1 2.D66Z c5v o5y

2. Download the file from Export History after the export is complete.
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Submissions by Users

Intel Submissions is the process of adding or sharing new threat intelligence data such as,
I0Cs, tactics, techniques, procedures, threat actors, malware signatures, or vulnerability
details for analysis, correlation, and distribution. This helps to detect, investigate, and
respond to threats more effectively. You can submit suspicious I0OCs. These IOCs will be
shared with the community post verification.

-

= SEGRITE mreatineet portal m o -

€

T Submissions by Users

al Submisans srnplsted
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@&

History of Submissions by Users T Eepart C9 m
LIBT TITLE 4 REPOETED ON I3 APFROVED ON J TATIS i 10C STATUS

L4

The Submissions by Users tab help you to view and analyze all the incoming intel. You can
view the submitted intel details, their severity (critical, high, medium, low) and filter the
intel by specific date range that is last 1 day, last 7 days, last 1 month, last 3 months, and
last 1 year.

Adding New Intel

To add new intel, Organization admins have to follow these steps:

1. On the Segrite Threat Intel portal, click Submissions by Users in the left pane.

2. On the Submissions by Users page, click + Add Intel.
The Add New Intel page is displayed.

3. Enter Incident Basic Details, that are Title, Incident Date, Intel Category and
Description, and click Add 10C Manually.

4. Enter IOC details that are, I0C Type, I0C Classification, I0C Value, Severity, Device
Type/Source, Adversary Name, Adversary Type, Tag, and click Add.

5. If you want to review the intel before submission, click Save else click Submit.

This provision is available to Organization Admins and Organization Analysts.
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Note: The Seqrite Admin will approve the submitted intel.

Bulk Upload of 10Cs

You can upload multiple/bulk I0Cs at once. You can download a CSV template, fill in 10C

details and upload.
Note: Supported file type is .CSV only.

To bulk upload 10Cs, follow these steps:

1. On the Segrite Threat Intel portal, click Submissions by Users in the left pane.

2. On the Submissions by Users page, click + Add Intel.
The Add New Intel page is displayed.

Copyright © 2026 Quick Heal Technologies Ltd.

40



Submissions by Users

3. Enter Incident Basic Details that are, Title, Incident Date, Intel Category, and
Description and then click Bulk Upload 10C.

Poreal @ @ sonalifwan a .
Subrmiessions By Users > Add Tt

Add Intel

Incident Basic Details

Title * Incident Date
1 M E
fncel Category * Description
trriis
10C's + Add 10C Manually
10C TYPE JE IDC CLASSIFICATION IS I0C VALUE J3 ADVERSARY TYPE I3 ADVERSAZY NAME 1E TAGE SEVERTTY

No 10C records have been added yet

The Bulk Upload 10Cs screen is displayed.

4. Click Download CSV Template to download the template.
5. Enter IOC details in the CSV file and upload the file.
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Bulk Upload 10Cs X

You can upload a maximum of 50 I0Cs. Make sure none of them are already in the Portal

Upload a CsY file to add multiple 10Cs at once. * Download CSV Template
e

Edit Intel

You can edit or delete intel and IOCs only while they are in draft stage.

To edit the intel, follow these steps:
1. On the Seqrite Threat Intel portal, click Submissions by Users in the left pane.
2. Click the intel with Draft status.

The Edit Intel page appears.

Edit the details and click Submit.

To edit the 10C, select the I0C you want to edit and click Edit.

Edit the IOC details and click Update.

To delete the 10C, select the IOC and click Delete.

o v AW

Viewing the Submitted Intel

You can view the intel submissions details such as Sub ID (Submission ID), title, , reported
on, approved on, status and 10C status in the tabular format.
To view the details of each intel, follow these steps:

1. On the Seqrite Threat Intel portal, click Submissions by Users in the left pane.

2. On the Submissions by Users page, select the intel and click the > icon.
The intel submission details page displays the following details:
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E © o
. Submizziens By Users 3 Edit Intel
Edit Intel
Incident Basic Details
Tide = inodent Date *
Thraat Intallaginea VRI1 22005 1 200 AR E
Intel Category = Bescription
beute-forze This mteligence report docmsmts & st bede foros attacs activity detected soarst suthentioston serioes
Multre feded bogin seamprs we
10C's + Add 10C Manually
10€ TYPE 10C CLASSIFICATION 10C VALUE ADVERSARY THFE ADVEREARY NAME TAEE SEVERITY DEVICE TYPE
Email apt_email attackorbot@gmaile..  Cyber Criminsd Unkaown brutefo.  crodentislot.  -2mem Medium Emal Gataway o] &

e Primary Information: For example, APT Category (Category, Name, Source IP,
Description, APT Name, 10C Type, IOC Name)
e Linked IOCs and corresponding details.

Filtering the Submitted Intel

You can filter the intel submissions list to refine results based on submission ID, intel ID,
submission title, reported on, approved on, and submission status.

To filter the intel submissions list, follow these steps:
1. On the Seqrite Threat Intel portal, click Submissions by Users in the left pane.

2. On the Submissions by Users page click 7 .
3. Enter the details that are, submission ID, intel ID, submission title, reported on,

approved on, and submission status and then click Apply.

Filters for Submissions By User

Sunmission 14 Submizzion Title

[Erme the Sutwmiszion Id S the Titke

Reported On Approved On

dd!mmyyyyy dafmm/yyyy

Submizsion Status

Select the Status

Clear Filters
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The system displays filtered data.

Exporting Intel Submissions as a CSV

You can download all the intel submissions currently visible on the page in the CSV format.
To export/download intel submissions, follow these steps:

1. On the Seqrite Threat Intel porta, click Submissions by Users in the left pane.

2. On the Submissions by Users page click Export CSV.
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TAXII Details

Segrite Threat Intel offers APl-based lookups with a daily call limit. Organizations can
leverage these APIs to obtain reputation data for Indicators of Compromise (I0Cs).
Depending on specific requirements, Seqrite Threat Intel can scale the daily API call quota to
meet organizational needs.

Search API

The Search API URL section contains the details needed to access threat intelligence data
through APIs. You can generate an authentication token, view API usage and quota
information, and find details such as the APl endpoint, supported method, authentication
type, and bulk query limits.

Search API URL Show Chart (&

API Usage & Quota

Legacy Token Trergals tlayar used unlimites

Primary Information How 1o wse scarch APTURL?

Endpoint e.com/apifsearchfioc/bulk Methaod FOST

Bulk Query Limit futh APT Key

API Usage & Quota

;s Dally Queta: ) £20, 200 Reser time: Aug 18, 2006 | 0530:00 157

You can generate an authentication token and view the details needed to securely integrate
external applications, scripts, and security tools.
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API Usage and Quota

Displays APl consumption information through a graphical representation.

Generate Token

Creates an authentication token that is required to access the Search APl and perform
authorized requests.
To generate a token:

1. Click Generate Token.

2. Enter Name and specify the Duration (30 days, 60 days, 90 days, 1 year or unlimited)

for which the token should remain valid.

Click Generate Token.

4. Copy and securely store the generated token, as it will be used to authenticate
Search APl requests.

w

Primary Information

e Endpoint
Displays the APl URL that applications and tools use to connect to the Threat
Intelligence Platform.

e Authentication (Auth)
Specifies the authentication method required to access the API, such as a bearer
token.

e Method
Indicates the supported HTTP request method (for example, GET or POST) used
when sending API requests.

e Bulk Query Limit
Displays the maximum number of indicators that can be searched in a single bulk API
request.

API Usage and Quota

Displays the APl usage details, including the daily quota limit and the date and time (IST)
when the quota is reset.
Note: The Refresh updates and view the latest APl usage and quota details.

SMAP

Segrite Malware Analysis Platform (SMAP) is an advanced cybersecurity solution designed
to analyze, detect and respond to evolving malware threats. The platform leverages multi-
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stage processing, behavior-based detection, and deep forensic analysis to deliver
comprehensive file Analysis.

This integration allows you to analyze suspicious files within SMAP and securely share any
detected malware or ransomware with the SMAP community. On clicking SMAP tab, you
will be redirected to Seqgrite Malware Analysis Platform where you can perform static and
behavior analysis of any suspicious file in an isolated environment.

Pl

You are about to leave this page

ou are being redirected to Seqrite Malware Analysis Platform [SMAPL
Do you wish to continue?

After analysis, if SMAP identifies a file as malicious or ransomware, you can choose to share
it as intel (I0C) with the community.

£

Share Intel

Only the File Hash and its Malware Verdict will be publicly shared. No file contents or
sensitive metadata will be shared

Note: This is an add-on feature and requires activation. Please contact support team to
enable it.
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Cyber News

Segrite Threat Intel continuously aggregates the latest cyber threat information from
trusted RSS feeds and security blogs, enabling threat analysts to stay updated on global
developments and derive actionable insights.

= SECRITE  mreatineet paral m @ a -
Centralized Security
& Managerment Cybar Newe
MNews {Showing 100 out of 17811 News] ¥ Enpost Histary [ expor
ol Destbcan
TITLE 4L PUBLISHED DATE 15 DESCRIPTION SOURCE LABEL/TAGS
Incxators
€3 St WD Spyware Fagasus HiT a Sartian Universit..  Oct 21 | 2026, 11:27:29 Citzan Lab confamen Pegasus on a SerblanT...  Secumnyatfairs Breakingnews  enzeniab  +13mone I
5 asverasries
PHP2Ghall: Twn Unpatched Critical PHPRCEFL . Gt 21 | 2026, 10:27:60 PHE will ship an aut.of-cycie security release 2 The Hacker News
@ Do et Forume
Industrial Defender Undies Endpoint Tnrellige.. et 21 | 2026, 172504 Orlandn, Flonma. United Szates, 215t Omaber . Hackrean monitonng  pressreleass <1 moee
@ vulnesbility ntelligeace
Steden UpdraftCendral keys wsed L backdoss . Ocr 21 | 2026, 0631.50 Athrest actor breached TeamuUpdralts websk. BigspiigCemauler security
{ } pewcronfuies
B i Mezilla, Google, Apple block compromised sM...  Oct 21 | 2026, 041542 Certdicate authority eMuchrs revoked sightc..  SleepingCommuter security
Sunmissions by Usors
& tmeyragon - Fluto Socurity Ratses S43M for Agentic Warks... @ 21 | 026, 05:09:37 gecen nyc: Bankintosecurity
[0 evoer e NMEA, NIST, CI5A Issus Guidance on Rogue A1A.  Ocr 21 | 2026, 04 10:46 i cin. nyed
Rarsomiaak: ieakeddaca - M... M. et 21 [ 2026, 135143 RansomLook abserved leakeddara punlisning...  Eansoml oou ransomiook  ransomware
81 Admir -

Viewing Cyber News

You can view cyber news in detail such as title, published date, source, source, description,
and label/tags assigned to the cyber event. To view the cyber events, follow these steps:
1. On the Seqrite Threat Intel portal, click Cyber News in the left pane.

2. On the Cyber News page, select the cyber news and click the > icon.
The Detailed Information page displays the following details:

Detailed information #
BASIC DETATLS -~
Title

marketpisce

Published Date Mar 26 | 2026, 0B47:36
Source Securityaffairs
Description RUEEIan JUTNOrTes Srresed the

alleged LeakBace agmin for running 3
markerpiace coll

FE. Russian L

arrestiad Te Sis adminissrator
2 me farim Lsed
o Trade sTok | dara The

suspeet Trom Taganreg, is accused of

unping the plarfor

X reh of his homea,
IthOfTies seleeo \L 1]

LABELITAGS -~

breaking rews yber crime hacking leabbase

SBCUTiy
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e Basic Details: title, published date, source, and description.
e Label/Tag: Shows the tags or labels assigned to the cyber news.

Filtering the Cyber News List

You can filter the cyber news list to refine results based on title, description, published date,
source, and label.
To filter the cyber news list, follow these steps:
1. On the Segrite Threat Intel portal, click Cyber News in the left pane.
2. On the Cyber Events page click v .
3. Enter the details that are, title, description, published date, source, label
and then click Apply.

Filters for Cyber News

Title

Enier the Title

Description

Enterthe Descriston

Published Date

Label / Tags

Coniging

Clear Filters

The system displays filtered data.

Exporting Cyber News as a CSV/STIX

You can download all the cyber news currently visible on the page in the CSV or STIX format.
To export/download cyber news, follow these steps:
1. On the Seqrite Threat Intel portal, click Cyber News in the left pane.
2. Onthe Cyber News page click Export, select the format that is CSV or STIX 2.1, and
then click Export.

Viewing Export History

Export History shows a record of when and what cyber news are exported by the user. This
information tracks the usage of cyber news and can be useful in auditing and accountability
purposes.

Export History provides a record that is report name, file size, created date, the format in
which the cyber news were exported (STIX, CSV), and status.
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1. To view the export history, click Export History. Cyber News On the Cyber News
page.

Fortal

Cyber News

MNews [Showing 100 out of 10644 News)

Y Export Histary [ export

TITLE 4 PUBLISHED DATE 2 DESCRIFTION SOURCE LABEL/TAGS
Russian authorities arrest afleged LeakBase 2. Mar 26 | 2026, 08:47:36 Ruszsian authorities arrested the slleged Leak..  Securityaffairs breaking ri. cybercris | t3mere |
WebRTC Skimmer Bypasses CSP toSteal Paym..  Mar 26 | 2026, 06:53:00 Cybersecurity researchers have discovereda..  The Hacker Wews
ALEased Threars Usher in ‘Dack Period’ for Cy. Mar 26 | 2026, 02:56:1% INihapsfiEmg-cdn.nycs cdn digitaloreanspac Bankinfosecuriy b
The list of exported cyber news is displayed.
1§ B i pat @ v

EXPORT NAME

Report 202512
Report 202512

Report 202512

Showing 3 Reports based on your activity

-1 1 T0G:25:54. 781 .cov

1ITDS:20:03.696Z csv

11T0S: 18 20,7552 ocsv

FORMAT

FILE SIZE

137HB

137KB

CREATED DATE

Dec 11 | 2025, 05:26:19

Dec 11 ] 2025, 05:20:35

Dec11 | 2025, 051831

v} Surcess

Surcess

|€

&

Q

2. Download the file from Export History after the export is complete.
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Admin

Within Segrite Threat Intel, following user roles are present:

1. Org Admin: Org admin can view the organization details. Org admin has the
authority to add and edit users, assign user roles, disable users, and view the license.
2. Org Analyst: Org Analyst can access all the tabs except Admin tab.

Users
Adding New User

For Cloud Users, Org Admin can add users through the Seqgrite CSM console only.
To add a user, follow these steps:

1. On the Segrite CSM page, click Admin Users on the left pane.
2. Click + Add User.

The Add User page is displayed.
3. Enter the user details and click Add.

For On Premise Users, Org Admin can add users in the Admin section.
To add a user, Follow these steps:
1. On the Seqrite Threat Intel portal, click Admin and select Users in the left pane.

2. Click + Add User.
The Add User page is displayed.
3. Enter the user details and click Add.

Editing a User

For Cloud Users, Org Admin can edit only user role in portal and all details through the
Segrite CSM console only.

For On Premise Users, Org Admin can edit the existing user from the admin section.
To edit the existing user, follow these steps:
1. On the Seqrite Threat Intel portal, click Admin and select Users in the left pane.
2. Onthe Admin Users page, click the Edit icon for the user that you want to edit.
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Admin Users
dll Bashnaard Total Users Enaticn TEsabled
13 13 o
& s
B soveranes & 50
USER NAME 15 FIRST NAME §2 LAST NAME 42 Eman i DRGANITATION ROLE CREATED 4=
) ) Bhawanan Uheera) Oheeraj Bhavanan dheergjitestcam Segrite Org Admin Jur 02 | 2026, 14:32:27
B vuinesabiliny Tnteligence
{ } nemcran muies fnavesh Mahifar ahavesh Maritkar Bhaveshigseariterom  Seqte arg admin D¢t 22 | 2025 15-3;?“&'
[ smmissions oy vsers DSCL SynclAutomated)  DSCL dsci com  Segrite Org Anakyst lar 26 | 2026, 15:40:34
~ Hasl Harl [ harinadh n@quickive . Seqrite Cirg Al Apr 24 | 2026 170007
Hitin Sawade Hitin Samade nitin@quickheslbeom  Segrite Org Anabyst Dec 27 2024, 2:41:02
omkar K omkar L3 arg_ analyst@gmail.com  Seqrime Org Anakyst Mar 27 | 2026, 10:0744
{83 Admin -~
fre Parag Patil Parag Fatil parag.patiliquickheal..  Seqrite Org Analyst Mar 25 | 2028, 10:30:24
ers
[EiE

3. Click >, a pop appears.

Admin Users
Tatal Users Enabled Disabled
13 13 1]
Q. Seiety e usel

USER NAME T= FIRST MAME 2= LAST NAME = EMAIL 42 ORGANIZATION ROLE CREATED &=
Bhavanar: Dheeraj Dheeraj Bhavanari dheeraj@test.com Seqrite Org Admin Jun@ | 2026, 14:22:27
Bhavesh Mahulkar Bhavesh Manudkar bhavesh@segritecom  Seqrite Qg Admin o2z | 2025 153720 2 —
DECT Sync{Autemated) D1 Eync (Automated] dsci-sync@seqrite.com  Segrite Org Analyst Jan 26 | 2025, 15:40:34

User Detaiis

PERSONAL

Actions

Disable User

4. Click Edit User.
5. Edit the user details and click Update.
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fartal @ hal Pat @ 7
= wdmi Users 3 d

Edit User

First Name Last Hame *

Bandhan

EMall Angness uiaBIlE Mumber *

gole Grganization

Bandhan Bank

Tl m

Disable a User

For On Premise Users, Org Admin can disable the user from the admin section.
To disable the user, follow these steps:

1. On the Seqrite Threat Intel portal, click Admin and select Users in the left pane.
2. On the Admin Users page, click the Edit icon for the user that you want to disable.
3. Switch the Disable User toggle and click Save.

® @ =
u Admin Usars Edt
Edit User
First Name Last Nar
Bandhan
Email Address * Maobilz Murmber
atfya.cogquicknaal.oom SESE
Role Crganizat
Bandhs
) g
[ | N

Or

4. Click >, a pop appears.
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Total Users Enabled DEsabled
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USER NAME T2 FIRST NAME 4= LAST HAME Iz EMALL §= DRGANTZATION ROLE
Arya Jadhay Aryd Jadhay arya jadhawdgrmal com Beta Test Corp Org Admin
Bhargav Bhargau e Bhargav.ccuicklieal cim Sarnity2.0 Admin & N > |
bhargey mule bBharga mule hhargav@mule.com Test 12 feb Org Admin

User Details x
PERSOMAL w
Actions

(@ Disshle User s

® Disable MFA

# Edit User & Reset Password

5. Switch the Disable User toggle.

Reset User Password

For On Premise Users, Org Admin can reset the user from the admin section. Following are
the steps:

1. On the Seqrite Threat Intel portal, click Admin and select Users in the left pane.
2. On the Admin Users page, click the Reset Password icon for the user for whom you
want to reset the password.
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3. Click >, a pop appears

| Partal M@ @ sonaimiwar @v

Aamin Uusers

Total Users Enabled Desabled
2r 105 22
USER NAME T2 FIRST NAME 4= LAST HAME Iz EMALL §= DRGANTZATION ROLE
Arya Jadhay Aryd Jadhay arya jadhawdgrmal com Beta Test Corp Org Admin
Bhargay Bhargan e Bhargav.couickleal com Sarity2.0 Adriin & N > |
bhargey mule bBharga mule hhargav@mule.com Test 12 feb Org Admin

Liser Details =
PERSONAL A
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(@ Disable User

# Disable MFA

# Edit User P T

4. Click Reset Password. A confirmation pop up appears.
5. Click OK.
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An email is sent to the user with a new password.

License

This page is visible only to the admin user. On this page, admin can check the status of
Seqgrite Threat Intel license. The license details page gives details such as License status,
Product key, License Expiry Date (UTC), No. of users allowed to access the Portal, and Bulk
Search APl quota.

Audit Log

The Audit Log keeps record of login, logout, and forgot password activities in the system. It
includes:

Event Scope: The type of activity being recorded.

Event Status: The outcome of the event, such as Success or Error.
Timestamp: The exact date and time when the event occurred.
Message: Description of action.

User: The account or person who performed the action.
Organization: The organization associated with the user.

Filtering Audit Log List

You can filter the audit log list to refine results by event scope, event status, timestamp or
username.
To filter the audit log list, follow these steps:
1. On the Seqrite Threat Intel portal, click Admin and select Audit Log in the left pane.
2. On the Audit Log page click V.
3. Enter the details and click Apply.

Filters for Audit Log

Event Scope Event Status

Belect Event Scope - | Eelect Event Status

Timesiamp User Name

Ay ) Enter User Name

Organization

Emiar Qrgamzation Hama

Clear Fileers

The system displays filtered data.
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Support

Head Office Contact Details

Quick Heal Technologies Limited

(Formerly known as Quick Heal Technologies Pvt. Ltd.)

Reg. Office: CTS No. 1442 to 1445 Thube Park, Shivaji Nagar, Pune — 411005.
Official Website: http://www.segrite.com

Emails to: support@seqrite.com

Contact No.:

e 1800-212-7377
Monday to Saturday 9:00 AM to 8:00 PM (IST)

e +91 7066027377
Monday to Saturday 9:00 AM to 8:00 PM (IST)

e 4919168625686
Monday to Friday 8:00 PM to 9:00 AM (IST)
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