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Seqrite Enterprise Mobility Management

Seqrite Enterprise Mobility Management is the security solution to monitor, manage, and
secure employee’s mobile device within the enterprise. Seqrite Enterprise Mobility
Management works on the Client-Server architecture where the console (Hosted on Cloud)
manages all the mobile devices. The client agents can be installed on almost all the flavors of
Android and iOS mobile. Segrite Enterprise Mobility Management client is having built-in
antivirus, which keeps the devices safe from any virus attack.

To manage the mobile device, Seqrite Enterprise Mobility Management applies certain
policies and configurations such as, app configuration, web security configuration, anti-theft,
network data usage, fence configuration, etc.

Android Enterprise Enrollment using Android Management APIs empowers the admin with
an extended range of device settings and extra policy controls to set up, configure, and deploy
company owned devices.

Benefits of Seqrite Enterprise Mobility Management

e Secure and manage all Android devices.

e Secure data and resources, enhance user productivity, reduce costs, and maintain
communications.

e Perform Segrite Enterprise Mobility Management portal administration.
e Manage devices with policies and configurations.

e Monitor network data usage and Call/SMS.

e Manage apps on the device with app configuration.

e Restrict app usage and prevent misuse of the device with Seqrite Launcher or System
Kiosk Mode.

e Monitor the device by applying fencing parameters such as time, location, and Wi-Fi.
e Generate customized reports.
e Troubleshoot any critical issue with remote device control.

e Android Enterprise Enrollment to have better control over corporate devices.

Prerequisites

e The device must be connected to the Internet via any network (Mobile data/Wi-Fi).
Conditional Access Control for Seqrite BYOD:
e Account with Seqrite ZTNA.

e Policies and SaaS application integration setup in Seqrite ZTNA.

Mobile Device Specifications

e Android OS version 6.0.1 onwards
e i0S 14 onwards
e Android 7 and above for Android Enterprise Enrollment

e Android 11 and above for Work Profile for Corporate device Enroliment
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e Android 7 and above for Work Profile for Personal device Enroliment

Browser Requirements
Administrator Web Panel
e Google Chrome (latest versions)

e Firefox (latest versions)
e Microsoft Edge (latest versions)
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What’s New

e Introducing new On Demand Report: Device Screen Time Report
With this report, user can view daily active screen time by device and application usage
duration for managed, company-owned devices.

Note: This feature will be available as an add-on.

e APl Exposure for Third-Party Integration
Seqrite EMM now provides APIs that enable third-party integration. Users can access
and store comprehensive information about managed devices, including the total
number of devices, device distribution by operating system, details of recently
connected devices, device counts categorized by agent version, and device details based
on specific device IDs and group IDs.

Note:
o To use these APIs, an APl key is required. Customers can obtain the key by
reaching out to the Seqrite support team.
o This service will be available as an add-on.
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