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Copyright Information

Copyright © 2024 Quick Heal Technologies Ltd. All Rights Reserved.

No part of this publication may be reproduced, duplicated, or modified in any form or
incorporated into any information retrieval system, electronic or any other media or
transmitted in any form without prior permission of Quick Heal Technologies Limited,
Marvel Edge, Office No.7010 C & D, 7th Floor, Viman Nagar, Pune 411014, Maharashtra,
India.

Marketing, distribution or use by anyone barring the people authorized by Quick Heal
Technologies Ltd. is liable to legal prosecution.

Trademarks

Seqrite is a registered trademark of Quick Heal Technologies Ltd. while Microsoft and
Windows are registered trademarks of Microsoft Corporation. Other brands and product
titles are trademarks of their respective holders.

License Terms

Installation and usage of licenses to Seqrite ZTNA is subject to end users’ unconditional
acceptance of the Seqgrite End User License Agreement, which is available at
https://www.seqrite.com/eula.
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Introducing Seqgrite ZTNA

Seqrite ZTNA from Seqrite helps organizations enforce the zero-trust user access paradigm,
where an organization by default does not trust any employee, contractor, or vendor staff
with access to its systems and applications whether from within or outside the corporate
network. It also replaces the complexity of VPN management.
Starting your zero-trust journey with Seqrite ZTNA:

e Create a zero-trust ecosystem with controlled set of users and applications.

e Deploy an agent-less solution and expand as per security appetite.

e Plugin your security requirements and deploy Segrite ZTNA within minutes.

e Integrate Seqrite ZTNA with your existing IT infrastructure for identity management.
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What’s New

Segrite ZTNA 2.3 includes the following new features.

Introduced RBAC for ZTNA

Introduced advanced Role-Based Access Control (RBAC) in ZTNA to improve admin
management:

Super Admin: Full access to all settings and pages. Only one allowed per organization;
can manage other admins' roles.

Admin: CRUD operations on most pages (Policy, Tags, etc.), view-only access to Site and
Certificate pages.

Helpdesk: View-only access to all pages; can export CSV reports.

Read-only / Report Viewer: View-only access to Reports, Audit Trails, Visibility,
Dashboards, and Admin & Roles pages.

Admin Portal Enhancements:

New Tab: Added a new tab under Settings > Admins & Roles to manage and view admin
details and roles.

Edit Functionality: Modify admin roles directly from the portal.

Role Descriptions: Detailed descriptions of each role’s capabilities.

Default "Uncategorized" Folder Implementation in User Portal

A default "Uncategorized" folder has been implemented to automatically contain all
applications that are not assigned to designated folders.

This folder will be displayed by default and will consistently appear at the top of the
folder hierarchy.

Introducing Reports Page in Admin Portal

New Reports Page: Accessible from the left navigation menu, offering a centralized view
of user policies and application access.

Policy Search: Admins can select user emails or application names to retrieve and view
associated policies.

Quick Filters: Includes filters for user and application tags to streamline report
generation.

Access Tracking: Provides visibility into which users have accessed specific applications.
Overview Functionality: Offers a comprehensive, high-level view similar to policy
insights, improving administrative oversight.
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Device Posture Assessment Enhancements

Expanded device posture assessment to include OS version checks for Windows.
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Technical Support

Seqgrite provides extensive technical support for its users. In case you face any technical issue,
you can contact our Technical Support center using the options available at the following URL:

https://www.segrite.com/seqrite-support-center
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