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Copyright Information

Copyright © 2024 Quick Heal Technologies Ltd. All Rights Reserved.

No part of this publication may be reproduced, duplicated, or modified in any form or
incorporated into any information retrieval system, electronic or any other media or
transmitted in any form without prior permission of Quick Heal Technologies Limited,
Marvel Edge, Office No.7010 C & D, 7th Floor, Viman Nagar, Pune 411014, Maharashtra,
India.

Marketing, distribution or use by anyone barring the people authorized by Quick Heal
Technologies Ltd. is liable to legal prosecution.

Trademarks

Seqrite is a registered trademark of Quick Heal Technologies Ltd. while Microsoft and
Windows are registered trademarks of Microsoft Corporation. Other brands and product
titles are trademarks of their respective holders.

License Terms

Installation and usage of licenses to Seqrite ZTNA is subject to end users’ unconditional
acceptance of the Seqgrite End User License Agreement, which is available at
https://www.seqgrite.com/eula.
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Introducing Seqgrite ZTNA

Seqrite ZTNA from Seqrite helps organizations enforce the zero-trust user access paradigm,
where an organization by default does not trust any employee, contractor, or vendor staff
with access to its systems and applications whether from within or outside the corporate
network. It also replaces the complexity of VPN management.
Starting your zero-trust journey with Seqrite ZTNA:

e Create a zero-trust ecosystem with controlled set of users and applications.

e Deploy an agent-less solution and expand as per security appetite.

e Plugin your security requirements and deploy Segrite ZTNA within minutes.

e Integrate Segrite ZTNA with your existing IT infrastructure for identity management.
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What’s New

Seqrite ZTNA 2.3.2 includes the following new features.

Personalization Enhancements

Introducing a set of enhanced personalization features designed to improve the customization
experience on the User Portal.

Key Updates:

¢ Logo Size Slider: A new slider is now available for customizing the logo size on the Admin
User Portal page. Adjust the logo to your preferred dimensions for a more tailored look.

e Ul Preview Dropdown: Admins can now easily preview both the Login Page and User
Portal Ul screens from a convenient dropdown menu, making it simpler to review
changes.

¢ Light & Dark Theme Toggle: A toggle has been introduced to preview the Admin User
Portal page in both light and dark theme modes, offering greater flexibility and visual
control.

Scheduling Reports with a ‘Daily’ Frequency

Introducing a highly requested feature that enhances report scheduling flexibility for ZT admins.

e Daily Report Scheduling: In addition to the existing "Weekly" and "Monthly" options, a
new "Daily" frequency option is now available for scheduling reports. This allows admins
to schedule reports to be generated and delivered at 1: 00 AM each day.

Email Notifications for Configuration Changes

Introducing email notifications for all configuration changes made by admins to enhance
tracking and auditing.
Key Features:
e Email Notifications: Admins will now receive email alerts whenever specific events occur
in the system.
e Detailed Templates: Emails will include important details such as Entity Name, Entity
Type, Action Type, Timestamp, and specifics of the configuration change.
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Covered Events:
e Policy Configurations: New policy addition, editing, deletion, and enabling/disabling.

e App Connector Configurations: App Connector Installed, Uninstalled, Upgraded, Added
to group, Removed from a group.

This update ensures better monitoring of all admin actions with clear, automated
notifications.

Notification for Agent Upgrade

When an agent upgrade is triggered, a pop-up message or notification will be displayed to the
end user. The message will inform them that the agent is upgrading and their agent-based
sessions will be terminated.

App Connector License information- User Interface Improvement

Introducing a license-based limit for app connector installations to ensure proper resource
management and compliance with different licensing tiers.
Key Updates:

e License-Based Limits:

o Trial License: Allows up to 1 app connector group (with a maximum of 3 app
connectors per group).

o Standard License: Allows up to 3 app connector groups (with a maximum of 3
app connectors per group).

o Enterprise License: Allows an unlimited number of app connector groups and app
connectors.

e Installer Button Disabled: Once the installation limit for app connectors or groups is
reached based on the user’s license type, the Download Installer button in the App
Connector - Deployment Tab will be disabled.

This update ensures that users are kept within their license limits while providing a clear and
manageable installation process.
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Known Issues

Here are the known issues in version 2.3.2:

e Helpdesk users are getting access denial error message while opening the Prominent IDP
User’s event tab.

e An error message 'Error exporting CSV file' appears after exporting the application and
the prominent IDP users. Only the Helpdesk users experience this issue.

e The Helpdesk users are getting access denial error message while performing search
using the search application filter on the Policy Insights page.
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