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Overview 

Seqrite Data Privacy sends webhook notifications to customer applications when consent-
related events occur. Customer applications must implement webhook APIs to receive these 
notifications.  

Note: All APIs documented below must be developed and hosted by the customer within their 
premises to receive consent data. 

The following webhook types are supported: 

Webhook Type Purpose Request Structure 

CONSENT_UPDATE Sent when consent is 
submitted or updated 

data.consentGroups[] 

VERSION_CHANGE Sent when a consent/form 
version change 

 

data.consentList[] 

EXPIRY_REMINDER Sent when consent is 
approaching expiry or 
requires an expiry 
notification 

data.consentList[] 

The customer can choose the API path according to its application standards. 

Recommended API Paths 
• POST /webhooks/consent-update 
• POST /webhooks/version-change 
• POST /webhooks/expiry-reminder 

Note: These names are recommendations only. The customer may use different API paths. 

For example: 

• POST /api/privacy/consent 
• POST /api/privacy/version 
• POST /api/privacy/expiry 

The actual URLs must be configured by the customer administrator in the Seqrite Data Privacy 
Console against the corresponding webhook type. 
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API1: CONSENT_UPDATE Webhook API 

Overview 
The Consent Update Webhook API allows your applications to receive consent updates when a 
user provides or updates consent. 

The API provides: 

• Consent record details. 
• Data principal identification details. 
• Permission and selected options. 
• Consent timestamps. 
• Consent gathering method. 
• Purpose information. 
• Device information. 
• Form information. 
• Custom attributes. 
• Consent PDF associated with each submission/event group. 

Key Capabilities 

• Receive consent update notifications in real time. 
• Process multiple consent groups in a single webhook request. 
• Process multiple consent records within each group. 
• Maintain the relationship between consent records and their corresponding PDF. 
• Store and correlate consent records using consentUuid. 

Integration Steps 
1. Create Webhook Endpoint 

Your application should expose a POST endpoint to receive the payload. 

Recommended endpoint: 

• POST /webhooks/consent-update 
2. Parse Incoming Payload 

Extract data.consentGroups[] and process each group. 
Each consentGroups[] object represents a single user's consent submission/event 
details. A group contains the consent records associated with that submission/event 
along with the corresponding consent PDF. 
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Each group contains: 

• consentList[] 
• pdfBase64 
• pdfFileName 
• mimeType 
• pdfGenerationStatus 

 
3. Validate Timestamps 

Ensure receivedOn and consentExpireOn are processed in milliseconds and stored 
correctly. 

4. Handle Multiple Records 
A single webhook request may contain multiple consent groups. Each group represents a 
separate user's consent submission/event details. The association between the consent 
records and the corresponding PDF must be preserved. 
Example: 
Group 1 → User 1 

 ├── Consent A 

 ├── Consent B 

 └── PDF 1 
Group 2 → User 2 

 ├── Consent C 

 └── PDF 2 
5. Respond to Webhook 

Return HTTP 200 OK only after the webhook has been successfully accepted/processed 
according to the your integration requirements. 

Method 
Post 
 

Base URL 
Customer hosted domain 
 

Request URL/Endpoint 
/webhooks/consent-update 
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Header 
• Content Type: application/json 

Response Status Code 

Status Code Meaning  Description 

200 Successful The request was successful, 
and the response contains the 
requested data 

400 Bad Request The request could not be 
processed because of invalid 
request data 

401 Unauthorized Authentication/authorization 
failed 

403 Forbidden The request is not permitted 

404 Not Found The configured endpoint could 
not be found 

409 Conflict The request could not be 
processed because of a conflict 

422 Un-processable Entity The request was received but 
could not be processed 

500 Internal Server Error An internal processing error 
occurred 

503 Service Unavailable Customer service is 
temporarily unavailable 

Important: Seqrite Data Privacy considers any HTTP status other than 200 OK as a failed 
webhook delivery. 

Request Parameters 
Parameter Type Value Description 

data Object  Root object 
containing the 
webhook 
payload 

data.webhookType String CONSENT_UPD
ATE 

Type of 
webhook 
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Parameter Type Value Description 

data.consentGroups Array  List of consent 
submission/eve
nt groups 

data.consentGroups[].consentList String  Unique 
identifier of the 
consent record 

data.consentGroups[].consentList[].consentU
ser 

Object  Data principal 
associated with 
the consent 

data.consentGroups[].consentList[].consentU
ser.dataPricipalIdList 

Array  List of identifiers 
used to identify 
the data 
principal 

data.consentGroups[].consentList[].consentU
ser.dataPricipalIdList[].key 

string email, phone, 
etc. 

Type of 
identifier used 
to identify the 
data principal 

data.consentGroups[].consentList[].consentU
ser.dataPricipalIdList[].value 

string   Value of the 
identifier 

data.consentGroups[].consentList[].permissio
n 

Object  Permission or 
statement 
associated with 
the consent 

data.consentGroups[].consentList[].permissio
n.text 

string  HTML/Text Permission 
statement. May 
contain HTML 
 

data.consentGroups[].consentList[].permissio
n.optionsMap 

Object  Available 
options mapped 
using option 
indexes 
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Parameter Type Value Description 

data.consentGroups[].consentList[].permissio
n.consentLanguage 

string En, etc Language of the 
permission 
statement 

data.consentGroups[].consentList[].permissio
n.optedFor 

object  Selected option 
for the 
permission 

data.consentGroups[].consentList[].permissio
n.permissionTranslation 

Array  Available 
translated 
versions of the 
permission 

data.consentGroups[].consentList[].permissio
n.permissionTranslation[].language 

string  English, etc Language name 
of the 
translation 

data.consentGroups[].consentList[].permissio
n.permissionTranslation[].languageCode 

string En, etc Language code 
of the 
translation 

data.consentGroups[].consentList[].permissio
n.permissionTranslation[].text 

string HTML/Text Translated 
permission 
statement 

data.consentGroups[].consentList[].permissio
n.permissionTranslation[].options 

Array  Translated 
permission 
options 

data.consentGroups[].consentList[].permissio
n.statementId 

string  Identifier of the 
permission 
statement 

data.consentGroups[].consentList[].permissio
n.tamperedStatus 

string NOT_TAMPERE
D, etc. 

Indicates the 
tamper status of 
the permission 
data 

data.consentGroups[].consentList[].optedFor Object  Options selected 
by the user. 
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Parameter Type Value Description 

Desktop, 
Mobile, Tablet) 

data.consentGroups[].consentList[].receivedO
n 

String 
ISO-
8601 

ISO-8601 Date and time 
when consent 
was received 

data.consentGroups[].consentList[].consentR
eceivedType 

string WEB, PHONE, 
MESSAGE, 
OTHER_SOURC
ES, 
BULK_UPLOAD 

Method through 
which consent 
was collected 

data.consentGroups[].consentList[].consentEx
pireOn 

String 
ISO-
8601 

ISO-8601 Date and time 
when consent 
expires 

data.consentGroups[].consentList[].purposes Array  List of purposes 
associated with 
the consent 

data.consentGroups[].consentList[].purposes[
].purposeCode 

string  Business-
defined code 
representing the 
purpose 

data.consentGroups[].consentList[].purposes[
].purposeName 

string  Human-readable 
name of the 
purpose 

data.consentGroups[].consentList[].purposes[
].purposeExpiryDate 

String 
ISO-
8601 

ISO-8601 Expiration date 
and time for the 
purpose-specific 
consent 

data.consentGroups[].consentList[].purposes[
].lawfulBasis 

string CONSENT, etc. Legal basis 
associated with 
the purpose 

data.consentGroups[].consentList[].deviceDet
ails 

object  Information 
about the device 
used when 
consent was 
provided 

data.consentGroups[].consentList[].deviceDet
ails.ipAddress 

String  IP address of the 
user device 



Copyright © 2026 Quick Heal Technologies Ltd   11 
 

Parameter Type Value Description 

data.consentGroups[].consentList[].deviceDet
ails.operatingSystem 

string  Operating 
system running 
on the user's 
device 

data.consentGroups[].consentList[].deviceDet
ails.architecture 

string x64, arm64, 
etc. 

System 
architecture of 
the device 

data.consentGroups[].consentList[].deviceDet
ails.browser 

string  Browser used by 
the user 

data.consentGroups[].consentList[].deviceDet
ails.deviceType 

 DESKTOP, 
MOBILE, 
TABLET, etc. 

Type of device 
used by the user 

data.consentGroups[].consentList[].language
Code 

String ISO 639-3 Language code 
associated with 
the consent 
record. 
Example: eng 

data.consentGroups[].consentList[].customAtt
ributes 

Object  Collection of 
customer-
specific key-
value attributes 

data.consentGroups[].consentList[].formNam
e 

string  Name of the 
form through 
which consent 
was collected 

data.consentGroups[].consentList[].formVersi
on 

Number  Version of the 
consent form 
used 

data.consentGroups[].pdfBase64 String Base64 Base64-encoded 
PDF associated 
with the consent 
group 

data.consentGroups[].pdfFileName string  Suggested file 
name of the 
consent PDF 

data.consentGroups[].mimeType String application/pdf MIME type of 
the document 

data.consentGroups[].pdfGenerationStatus string SUCCESS, 
FAILURE 

Indicates 
whether the PDF 
was successfully 
generated 
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Sample Request 
{ 

  "data": { 

    "webhookType": "CONSENT_UPDATE", 

    "consentGroups": [ 

      { 

        "consentList": [ 

          { 

            "consentUuid": "69c3ea98190d320e3989d597", 

            "consentUser": { 

              "dataPricipalIdList": [ 

                { 

                  "key": "email", 

                  "value": "user1@example.com" 

                } 

              ] 

            }, 

            "permission": { 

              "text": "<p><strong>How would you like to be 
contacted?</strong></p>", 

              "optionsMap": { 

                "1": "Phone", 

                "2": "Email", 

                "3": "SMS" 

              }, 

              "consentLanguage": "en", 

              "optedFor": { 

                "2": "Email" 

              }, 
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              "permissionTranslation": [ 

                { 

                  "language": "English", 

                  "languageCode": "en", 

                  "text": "<p><strong>How would you like to be 
contacted?</strong></p>", 

                  "options": [ 

                    "Phone", 

                    "Email", 

                    "SMS" 

                  ] 

                } 

              ], 

              "statementId": "000009", 

              "tamperedStatus": "NOT_TAMPERED" 

            }, 

            "optedFor": { 

              "2": "Email" 

            }, 

            "receivedOn": "2026-08-21T10:30:00Z", 

            "consentReceivedType": "WEB", 

            "consentExpireOn": "2026-09-21T10:30:00Z", 

            "purposes": [ 

              { 

                "purposeCode": "MARKETING", 

                "purposeName": "Marketing Communication", 

                "purposeExpiryDate": "2026-09-21T10:30:00Z", 

                "lawfulBasis": "CONSENT" 

              } 
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            ], 

            "deviceDetails": { 

              "ipAddress": "192.168.1.10", 

              "operatingSystem": "Windows", 

              "architecture": "x64", 

              "browser": "Chrome", 

              "deviceType": "DESKTOP" 

            }, 

            "languageCode": "eng", 

            "customAttributes": { 

              "source": "website", 

              "campaign": "summer-2026" 

            }, 

            "formName": "Customer Consent Form", 

            "formVersion": 1.0 

          } 

        ], 

        "pdfBase64": 
"JVBERi0xLjQKJcTl8uXrpOAKMSAwIG9iago8PAovVHlwZSAvQ2F0YWxvZw...", 

        "pdfFileName": "consent_form_10001.pdf", 

        "mimeType": "application/pdf", 

        "pdfGenerationStatus": "SUCCESS" 

      } 

    ] 

  } 

} 
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Curl Example 
curl --location 'https://<YOUR-DOMAIN>/webhooks/consent-update' \ 

--header 'Content-Type: application/json' \ 

--data '{ 

  "data": { 

    "webhookType": "CONSENT_UPDATE", 

    "consentGroups": [ 

      { 

        "consentList": [ 

          { 

            "consentUuid": "69c3ea98190d320e3989d597", 

            "consentUser": { 

              "dataPricipalIdList": [ 

                { 

                  "key": "email", 

                  "value": "user1@example.com" 

                } 

              ] 

            }, 

            "permission": { 

              "text": "<p><strong>How would you like to be 
contacted?</strong></p>", 

              "optionsMap": { 

                "1": "Phone", 

                "2": "Email", 

                "3": "SMS" 

              }, 

              "consentLanguage": "en", 

              "optedFor": { 
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                "2": "Email" 

              }, 

              "permissionTranslation": [ 

                { 

                  "language": "English", 

                  "languageCode": "en", 

                  "text": "<p><strong>How would you like to be 
contacted?</strong></p>", 

                  "options": [ 

                    "Phone", 

                    "Email", 

                    "SMS" 

                  ] 

                } 

              ], 

              "statementId": "000009", 

              "tamperedStatus": "NOT_TAMPERED" 

            }, 

            "optedFor": { 

              "2": "Email" 

            }, 

            "receivedOn": "2026-08-21T10:30:00Z", 

            "consentReceivedType": "WEB", 

            "consentExpireOn": "2026-09-21T10:30:00Z", 

            "purposes": [ 

              { 

                "purposeCode": "MARKETING", 

                "purposeName": "Marketing Communication", 

                "purposeExpiryDate": "2026-09-21T10:30:00Z", 
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                "lawfulBasis": "CONSENT" 

              } 

            ], 

            "deviceDetails": { 

              "ipAddress": "192.168.1.10", 

              "operatingSystem": "Windows", 

              "architecture": "x64", 

              "browser": "Chrome", 

              "deviceType": "DESKTOP" 

            }, 

            "languageCode": "eng", 

            "customAttributes": { 

              "source": "website", 

              "campaign": "summer-2026" 

            }, 

            "formName": "Customer Consent Form", 

            "formVersion": 1.0 

          } 

        ], 

        "pdfBase64": 
"JVBERi0xLjQKJcTl8uXrpOAKMSAwIG9iago8PAovVHlwZSAvQ2F0YWxvZw...", 

        "pdfFileName": "consent_form_10001.pdf", 

        "mimeType": "application/pdf", 

        "pdfGenerationStatus": "SUCCESS" 

      } 

    ] 

  } 

}' 
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Sample Response 
{ 
  "status": "success", 
  "message": "Webhook received successfully" 
} 
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API2/3: VERSION_CHANGE / EXPIRY_REMINDER 
Webhook API 

Overview 
The VERSION_CHANGE and EXPIRY_REMINDER webhook APIs use the same request and 
response structure. 

VERSION_CHANGE 
The VERSION_CHANGE webhook is sent when a consent or consent form version changes. 

EXPIRY_REMINDER 
The EXPIRY_REMINDER webhook is sent when consent is approaching expiry and the customer 
needs to process an expiry reminder. 

Both webhook types contain: 

• data.webhookType 
• data.consentList[] 
• Consent details 
• Permission details 
• Purpose information 
• Device information 
• Form information 
• Custom attributes 

Neither webhook contains PDF information. 

Integration Steps 
1. Create Webhook Endpoints 

The customer should expose separate POST endpoints for the two webhook types. 
Recommended endpoints: 

• POST /webhooks/version-change 
• POST /webhooks/expiry-reminder 

 
2. Parse Incoming Payload 

Extract: 
data.consentList[] 
Each item represents a consent record. 
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3. Handle Multiple Records 
A single webhook request can contain multiple consent records. 

4. Respond to Webhook 
Return HTTP 200 OK when the webhook has been successfully accepted/processed. 
 

Method 
Post 

Base URL 
Customer hosted domain 

Request URL/Endpoint 

• Recommended VERSION_CHANGE Endpoint 
/webhooks/version-change 

• Recommended EXPIRY_REMINDER Endpoint 
/webhooks/expiry-reminder 

Header 
Content-Type: application/json 

Response Status Code 
Status Code Meaning  Description 

200 Successful The webhook was successfully 
accepted/processed. 

400 Bad Request The request could not be 
processed because of invalid 
request data 

401 Unauthorized Authentication/authorization 
failed 

403 Forbidden The request is not permitted 

404 Not Found The configured endpoint could 
not be found 

409 Conflict The request could not be 
processed because of a conflict 

422 Un-processable Entity The request was received but 
could not be processed 
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Status Code Meaning  Description 

500 Internal Server Error An internal processing error 
occurred 

503 Service Unavailable Customer service is 
temporarily unavailable 

Important: Seqrite Data Privacy considers any HTTP status other than 200 OK as a failed 
webhook delivery. 

Request Parameters 
This request parameter table applies to both VERSION_CHANGE and EXPIRY_REMINDER. 

Parameter Type Value Description 

data Object  Root object 
containing the 
webhook 
payload 

data.webhookType String VERSION_CHA
NGE / 
EXPIRY_REMIN
DER 

Type of 
webhook 

data.consentList Array  List of consent 
records included 
in the webhook 
payload 

data.consentList[].consentUuid String  Unique 
identifier of the 
consent record  

data.consentList[].consentUser Object  Data principal 
associated with 
the consent 

data.consentList[].consentUser.dataPricipalId
List 

Array  List of identifiers 
associated with 
the data 
principal 
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Parameter Type Value Description 

data.consentList[].consentUser.dataPricipalId
List[].key 

string Email, phone, 
etc. 

Type of 
identifier 

data.consentList[].consentUser.dataPricipalId
List[].value 

string   Value of the 
identifier 
corresponding 
to the key 

data.consentList[].permission Object  Permission or 
statement 
associated with 
the consent 

data.consentList[].permission.text string  HTML/Text Permission 
statement. May 
contain HTML 
 

data.consentList[].permission.consentLangua
ge 

Object  Available 
consent options 
mapped using 
option indexes 

data.consentList[].permission.consentLangua
ge 

string En, etc Language of the 
permission 
statement 

data.consentList[].permission.optedFor object  Selected option 
for the 
permission 

data.consentList[].permission.permissionTran
slation 

Array  Available 
translated 
versions of the 
permission 

data.consentList[].permission.permissionTran
slation[].language 

string  English, etc Language name 
of the 
translation 
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Parameter Type Value Description 

data.consentList[].permission.permissionTran
slation[].languageCode 

string En, etc Language code 
of the 
translation 

data.consentList[].permission.permissionTran
slation[].text 

string HTML/Text Translated 
permission 
statement 

data.consentList[].permission.permissionTran
slation[].options 

Array  Translated 
permission 
options 

data.consentList[].permission.statementId string  Identifier of the 
permission 
statement 

data.consentList[].permission.tamperedStatu
s 

string NOT_TAMPERE
D, etc. 

Indicates the 
tamper status of 
the permission 
data 

data.consentList[].optedFor Object  Options selected 
by the user  

data.consentList[].receivedOn String 
ISO-
8601 

ISO-8601 Date and time 
when consent 
was received 

data.consentList[].consentReceivedType string WEB, PHONE, 
MESSAGE, 
OTHER_SOURC
ES, 
BULK_UPLOAD 

Method through 
which consent 
was collected 

data.consentList[].consentExpireOn String 
ISO-
8601 

ISO-8601 Date and time 
when consent 
expires 

data.consentList[].purposes Array  List of purposes 
associated with 
the consent 
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Parameter Type Value Description 

data.consentList[].purposes[].purposeCode string  Business-
defined code 
representing the 
purpose 

data.consentList[].purposes[].purposeName string  Human-readable 
name of the 
purpose 

data.consentList[].purposes[].purposeExpiryD
ate 

String 
ISO-
8601 

ISO-8601 Expiration date 
and time for the 
purpose-specific 
consent 

data.consentList[].purposes[].lawfulBasis string CONSENT, etc. Legal basis 
associated with 
the purpose 

data.consentList[].deviceDetails object  Information 
about the device 
used when 
consent was 
provided 

data.consentList[].deviceDetails.ipAddress String  IP address of the 
user device 

data.consentList[].deviceDetails.operatingSyst
em 

string  Operating 
system running 
on the user's 
device 

data.consentList[].deviceDetails.architecture string x64, arm64, 
etc. 

System 
architecture of 
the device 

data.consentList[].deviceDetails.browser string  Browser used by 
the user 

data.consentList[].deviceDetails.deviceType  DESKTOP, 
MOBILE, 
TABLET, etc. 

Type of device 
used by the user 

data.consentList[].languageCode String ISO 639-3 Language code 
associated with 
the consent 
record.  
Example: eng 

data.consentList[].customAttributes Object  Collection of 
customer-
specific key-
value attributes 
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Parameter Type Value Description 

data.consentList[].formName string  Name of the 
form through 
which consent 
was collected 

data.consentList[].formVersion Number  Version of the 
consent form 
used 

Note: VERSION_CHANGE and EXPIRY_REMINDER do not contain consentGroups, pdfBase64, 
pdfFileName, mimeType, or pdfGenerationStatus. 

Sample Request – VERSION_CHANGE 
{ 

  "data": { 

    "webhookType": "VERSION_CHANGE", 

    "consentList": [ 

      { 

        "consentUuid": "69c3ea98190d320e3989d597", 

        "consentUser": { 

          "dataPricipalIdList": [ 

            { 

              "key": "email", 

              "value": "user1@example.com" 

            } 

          ] 

        }, 

        "permission": { 

          "text": "<p><strong>How would you like to be 
contacted?</strong></p>", 

          "optionsMap": { 

            "1": "Phone", 

            "2": "Email", 
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            "3": "SMS" 

          }, 

          "consentLanguage": "en", 

          "optedFor": { 

            "2": "Email" 

          }, 

          "permissionTranslation": [ 

            { 

              "language": "English", 

              "languageCode": "en", 

              "text": "<p><strong>How would you like to be 
contacted?</strong></p>", 

              "options": [ 

                "Phone", 

                "Email", 

                "SMS" 

              ] 

            } 

          ], 

          "statementId": "000009", 

          "tamperedStatus": "NOT_TAMPERED" 

        }, 

        "optedFor": { 

          "2": "Email" 

        }, 

        "receivedOn": "2026-08-21T10:30:00Z", 

        "consentReceivedType": "WEB", 

        "consentExpireOn": "2026-09-21T10:30:00Z", 

        "purposes": [ 
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          { 

            "purposeCode": "MARKETING", 

            "purposeName": "Marketing Communication", 

            "purposeExpiryDate": "2026-09-21T10:30:00Z", 

            "lawfulBasis": "CONSENT" 

          } 

        ], 

        "deviceDetails": { 

          "ipAddress": "192.168.1.10", 

          "operatingSystem": "Windows", 

          "architecture": "x64", 

          "browser": "Chrome", 

          "deviceType": "DESKTOP" 

        }, 

        "languageCode": "eng", 

        "customAttributes": { 

          "source": "website" 

        }, 

        "formName": "Customer Consent Form", 

        "formVersion": 2.0 

      } 

    ] 

  } 

} 

Sample Request – EXPIRY_REMINDER 
{ 

  "data": { 

    "webhookType": "EXPIRY_REMINDER", 

    "consentList": [ 
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      { 

        "consentUuid": "69c3ea98190d320e3989d597", 

        "consentUser": { 

          "dataPricipalIdList": [ 

            { 

              "key": "email", 

              "value": "user1@example.com" 

            } 

          ] 

        }, 

        "permission": { 

          "text": "<p><strong>How would you like to be 
contacted?</strong></p>", 

          "optionsMap": { 

            "1": "Phone", 

            "2": "Email", 

            "3": "SMS" 

          }, 

          "consentLanguage": "en", 

          "optedFor": { 

            "2": "Email" 

          }, 

          "permissionTranslation": [ 

            { 

              "language": "English", 

              "languageCode": "en", 

              "text": "<p><strong>How would you like to be 
contacted?</strong></p>", 

              "options": [ 

                "Phone", 
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                "Email", 

                "SMS" 

              ] 

            } 

          ], 

          "statementId": "000009", 

          "tamperedStatus": "NOT_TAMPERED" 

        }, 

        "optedFor": { 

          "2": "Email" 

        }, 

        "receivedOn": "2026-08-21T10:30:00Z", 

        "consentReceivedType": "WEB", 

        "consentExpireOn": "2026-08-25T10:30:00Z", 

        "purposes": [ 

          { 

            "purposeCode": "MARKETING", 

            "purposeName": "Marketing Communication", 

            "purposeExpiryDate": "2026-08-25T10:30:00Z", 

            "lawfulBasis": "CONSENT" 

          } 

        ], 

        "deviceDetails": { 

          "ipAddress": "192.168.1.10", 

          "operatingSystem": "Windows", 

          "architecture": "x64", 

          "browser": "Chrome", 

          "deviceType": "DESKTOP" 

        }, 
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        "languageCode": "eng", 

        "customAttributes": { 

          "source": "website" 

        }, 

        "formName": "Customer Consent Form", 

        "formVersion": 1.0 

      } 

    ] 

  } 

} 

Curl Example 
The same request structure can be used for both webhook types by changing the endpoint and 
webhookType. 

VERSION_CHANGE 
curl --location 'https://<YOUR-DOMAIN>/webhooks/version-change' \ 

--header 'Content-Type: application/json' \ 

--data '{ 

  "data": { 

    "webhookType": "VERSION_CHANGE", 

    "consentList": [ 

      { 

        "consentUuid": "69c3ea98190d320e3989d597", 

        "consentUser": { 

          "dataPricipalIdList": [ 

            { 

              "key": "email", 

              "value": "user1@example.com" 

            } 

          ] 
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        }, 

        "permission": { 

          "text": "<p><strong>How would you like to be 
contacted?</strong></p>", 

          "optionsMap": { 

            "1": "Phone", 

            "2": "Email", 

            "3": "SMS" 

          }, 

          "consentLanguage": "en", 

          "optedFor": { 

            "2": "Email" 

          }, 

          "permissionTranslation": [ 

            { 

              "language": "English", 

              "languageCode": "en", 

              "text": "<p><strong>How would you like to be 
contacted?</strong></p>", 

              "options": [ 

                "Phone", 

                "Email", 

                "SMS" 

              ] 

            } 

          ], 

          "statementId": "000009", 

          "tamperedStatus": "NOT_TAMPERED" 

        }, 

        "optedFor": { 
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          "2": "Email" 

        }, 

        "receivedOn": "2026-08-21T10:30:00Z", 

        "consentReceivedType": "WEB", 

        "consentExpireOn": "2026-09-21T10:30:00Z", 

        "purposes": [ 

          { 

            "purposeCode": "MARKETING", 

            "purposeName": "Marketing Communication", 

            "purposeExpiryDate": "2026-09-21T10:30:00Z", 

            "lawfulBasis": "CONSENT" 

          } 

        ], 

        "deviceDetails": { 

          "ipAddress": "192.168.1.10", 

          "operatingSystem": "Windows", 

          "architecture": "x64", 

          "browser": "Chrome", 

          "deviceType": "DESKTOP" 

        }, 

        "languageCode": "eng", 

        "customAttributes": { 

          "source": "website" 

        }, 

        "formName": "Customer Consent Form", 

        "formVersion": 2.0 

      } 

    ] 

  } 
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}' 

EXPIRY_REMINDER 
curl --location 'https://<YOUR-DOMAIN>/webhooks/expiry-reminder' \ 

--header 'Content-Type: application/json' \ 

--data '{ 

  "data": { 

    "webhookType": "EXPIRY_REMINDER", 

    "consentList": [ 

      { 

        "consentUuid": "69c3ea98190d320e3989d597", 

        "consentUser": { 

          "dataPricipalIdList": [ 

            { 

              "key": "email", 

              "value": "user1@example.com" 

            } 

          ] 

        }, 

        "permission": { 

          "text": "<p><strong>How would you like to be 
contacted?</strong></p>", 

          "optionsMap": { 

            "1": "Phone", 

            "2": "Email", 

            "3": "SMS" 

          }, 

          "consentLanguage": "en", 

          "optedFor": { 

            "2": "Email" 
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          }, 

          "permissionTranslation": [ 

            { 

              "language": "English", 

              "languageCode": "en", 

              "text": "<p><strong>How would you like to be 
contacted?</strong></p>", 

              "options": [ 

                "Phone", 

                "Email", 

                "SMS" 

              ] 

            } 

          ], 

          "statementId": "000009", 

          "tamperedStatus": "NOT_TAMPERED" 

        }, 

        "optedFor": { 

          "2": "Email" 

        }, 

        "receivedOn": "2026-08-21T10:30:00Z", 

        "consentReceivedType": "WEB", 

        "consentExpireOn": "2026-08-25T10:30:00Z", 

        "purposes": [ 

          { 

            "purposeCode": "MARKETING", 

            "purposeName": "Marketing Communication", 

            "purposeExpiryDate": "2026-08-25T10:30:00Z", 

            "lawfulBasis": "CONSENT" 
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          } 

        ], 

        "deviceDetails": { 

          "ipAddress": "192.168.1.10", 

          "operatingSystem": "Windows", 

          "architecture": "x64", 

          "browser": "Chrome", 

          "deviceType": "DESKTOP" 

        }, 

        "languageCode": "eng", 

        "customAttributes": { 

          "source": "website" 

        }, 

        "formName": "Customer Consent Form", 

        "formVersion": 1.0 

      } 

    ] 

  } 

}' 

Sample Response 
{ 

  "status": "success", 

  "message": "Webhook received successfully" 

} 


	Recommended API Paths
	API1: CONSENT_UPDATE Webhook API
	Overview
	Integration Steps
	Method
	Base URL
	Request URL/Endpoint
	Header
	Request Parameters
	Sample Request
	Curl Example
	Sample Response

	API2/3: VERSION_CHANGE / EXPIRY_REMINDER Webhook API
	Overview
	VERSION_CHANGE
	EXPIRY_REMINDER

	Integration Steps
	Method
	Base URL
	Request URL/Endpoint
	 Recommended VERSION_CHANGE Endpoint
	 Recommended EXPIRY_REMINDER Endpoint

	Header
	Response Status Code
	Request Parameters
	Sample Request – VERSION_CHANGE
	Sample Request – EXPIRY_REMINDER
	Curl Example
	VERSION_CHANGE
	EXPIRY_REMINDER

	Sample Response


