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Trademarks

Seqrite is registered trademark of Quick Heal Technologies Ltd. while Microsoft and
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License Terms

Installation and usage of Seqrite Endpoint Security is subject to user’s unconditional
acceptance of the Seqrite end-user license terms and conditions.

To read the license terms, visit http://www.seqgrite.com/eula and check the End-User
License Agreement for your product.
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Seqgrite XDR

Seqrite XDR, Extended detection and Incident Response Solutions, helps you monitor your
network for any signs of active cyber threats and respond appropriately. This facilitates
proactive threat detection, investigation, and effective remediation to modern day cyber
threats. The product supports threat hunting, system and custom alerts, detailed alert
analysis and high-level reports that give you a bird’s eye view of the organization’s security
posture. Segrite XDR brings stability, reliability, security, and an intuitive UI.

Features Released in Seqrite XDR 3.0

XDR New Detection Architecture Support (Greenfield Customers)

e Introduced backend service updates to support enhanced rules execution, Alerts and
Events timeline view, and STI feed integration.

e Updated sensor to capture key Windows event IDs.

e Added dynamic sensor configurations for endpoint profiling, event rate limiting,
enrichment with URL categorization integration, and enhanced whitelisting.

Platform for New Connectors

A new connector platform is now available for all new onboardings. With the new platform
architecture, it saves time to build the required connectors.

Revamped Dashboard

All new dashboard with intuitive widgets is now available for improved usability and
visibility.

Script Execution

Allows analysts, admins, and SOCs to run scripts directly from XDR incidents. From the
Incidents view, select any EDR source incident, choose a script from the search or suggestion
list, select the target endpoint, and execute the script.
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Known Issues

e For the attribute "process.executable” field values are incorrect. For example -
"bintext.exe” is executed from Z drive, which can be confirmed by
“process.command_line” and “process.args” ,but “process.executable” shows wrong
Value “C\windows\System32\bintext.exe” but the executable is launched from
"Z:\bintext.exe”

Usage Information

e  Microsoft has deprecated support for SHA-1 and recommends using only SHA-2 signed
certificates for its OS updates. Accordingly, the SHA-1 certificates that Segrite was using
expired on 4th June 2021, so the following operating systems are not supported unless
the appropriate patches are applied.

=  Windows Vista
=  Windows Server 2003(below R2)

e Windows 7. To continue using this operating system without any issues, please apply
"KB4474419" and "KB4490628" service packs.

e Windows Server 2008 R2. To continue using this operating system without any issues,
please apply "KB4474419" and "KB4490628" service packs.

e Mac and Linux OS
= macOS Mojave - Not supported

= Linux CentOS - Not supported

e All process events whose process create event is older than 7 days, return a "No data
found" error in response and Alerts are not generated for these processes even though
corresponding rule may exist.

Technical Support

Seqrite provides extensive technical support for its users. In case you face any technical
issue, you can contact our Technical Support center using the options available at the
following URL:

https://www.seqrite.com/seqgrite-support-center

Copyright © 2025 Quick Heal Technologies Ltd. 5


https://www.catalog.update.microsoft.com/Search.aspx?q=4474419
https://www.catalog.update.microsoft.com/Search.aspx?q=4490628
https://www.catalog.update.microsoft.com/Search.aspx?q=4474419
https://www.catalog.update.microsoft.com/Search.aspx?q=4490628
https://www.seqrite.com/seqrite-support-center
https://www.seqrite.com/seqrite-support-center

Copyright © 2025 Quick Heal Technologies Ltd.



