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No part of this publication may be reproduced, duplicated, or modified in any form or
incorporated into any information retrieval system, electronic or any other media or
transmitted in any form without prior permission of Quick Heal Technologies Limited,
Solitaire Business Hub, 7th floor, Office No. 7010 C & D, Viman Nagar, Pune — 411 014,
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Marketing, distribution or use by anyone barring the people authorized by Quick Heal
Technologies Ltd. is liable to legal prosecution.

Trademarks

Segrite is a registered trademark of Quick Heal Technologies Ltd. while Microsoft and
Windows are registered trademarks of Microsoft Corporation. Other brands and product
titles are trademarks of their respective holders.

License Terms

Installation and usage of licenses to Seqrite SWG is subject to end users’ unconditional
acceptance of the Seqrite End User License Agreement, which is available at
https://www.segrite.com/eula.
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What’s New?

The following enhancements are part of the Seqrite Zero Trust V2.5.2 release:

WhatsApp Integration for OTP Delivery

ZTNA End Users can now receive ZTNA User Portal Login OTPs directly on WhatsApp, providing
a faster and user-friendly authentication experience.

Secondary Email Support for OTP
Admins can now add a secondary email ID for users. During login to ZTNA, the One-Time
Password (OTP) will be sent to this secondary email ID, providing enhanced flexibility and
security for user authentication.
Note:

e The secondary email cannot be used as a login ID for ZTNA,; it is only for receiving

OTPs.
e This will support only Seqrite IDP.

Improved Certificate Renewal Mechanism

We have improved the certificate (certificate on agent to access the agent-based application)
renewal mechanism.

Previously, the certificate (agent-based certificate to access the agent-based application) check
triggered 10 days before expiry and restarted every six hours if renewal failed, causing
repeated user reconnections. This issue has been resolved with an enhanced renewal process,
ensuring smoother authentication and uninterrupted user experience.

The agent now checks the latest certificate before restarting. If a valid latest certificate is
found, it will be downloaded and the agent will restart. If no latest certificate is available, the
agent will not restart. This enhancement ensures smoother authentication and uninterrupted
user experience.

Support for Internal Domain Access

Added support for accessing SMB applications with the internal domain, making it possible to
use apps even when the external domain is blocked by security checks like SPN or TLS
validation.
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