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Introduction

Seqrite DRPS is a brand protection platform developed by Seqgrite to help businesses defend
themselves against a wide range of online threats, safeguard their reputation, and protect
critical digital assets. Seqrite DRPS combines cutting-edge technology, comprehensive threat
intelligence, expert legal support, and proven crisis management methods into a single,
unified solution for modern brand safety and security.

In today's fast-moving digital environment, where cyber threats, brand impersonation, and
intellectual property violations are increasingly common, Seqgrite DRPS empowers
organizations with a robust and proactive way to maintain customer trust, avoid financial
losses, and ensure regulatory compliance. With continuous digital monitoring, real-time
alerts, and rapid incident response capabilities, Segrite DRPS enables brands of all sizes to
manage reputational risk and protect their digital presence more effectively than ever
before.
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On-Boarding Process

The user onboarding process for Seqrite DRPS is formally initiated upon receipt of a valid
Purchase Order (PO) from the client. This PO serves as the contractual agreement to
activate Seqrite DRPS services in accordance with the selected subscription plan and any
associated add-ons.

e PO Validation: The received Purchase Order is carefully verified against the approved
proposal and contractual terms to ensure alignment and accuracy.

e Acknowledgment: An official confirmation email is promptly sent to the client,
clearly outlining the next steps, critical timelines, and expectations during the
onboarding journey.

e Plan Allocation: The client's subscribed plan whether Essential, Professional,
Enterprise, and any additional service packs or credits are confirmed and prepared
for activation.

e License Preparation: License entitlements are provisioned according to the number
of covered assets, premium features, and monitoring modules specified in the
client's plan.

e Internal Kick-off: A coordinated alignment of Seqrite DRPS delivery resources is
performed, involving the Customer Success Manager (CSM), Threat Analyst, and
where applicable, the War Team and Legal Team representatives to ensure seamless
execution.
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Account Creation and Authentication Process

The process of creating and authenticating an account involves three stages:

1. Receive and Accept Your Segrite DRPS Admin Invitation
2. Setup Your New Password
3. Login to Your Segrite Account

1. Receive and Accept Your Seqrite DRPS Admin Invitation
Once your onboarding process begins, you will receive an email title Action Required:
Complete Your Seqrite Admin Setup. This email contains your administrative invitation,
and next step is Account Activation.

Dear,
Action Required: Complete Your Seqrite
Admin Setup

ACDOEFT INVITATION

& Reply * Foraard

e Click Accept Invitation in the email to start your account setup and proceed to create
your password.

2. Setup Your New Password
After clicking the invitation link, you will be redirected to the password creation page.
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SEQRITE

Welcome to Seqrite

1. Enter a secure, new password for your Seqgrite DRPS account.
2. Re-enter the password to confirm and safeguard your credentials.
3. Click Reset Password to complete the setup.

3. Login to Your Seqrite Account
After setting your password, you will be directed to the Seqrite login screen.

SEQRITE

- - Waelcome to Segrite

a

1. Enter your registered email address and the new password you just created.
2. Click Sign In to access your Seqgrite DRPS Admin Portal.
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Dashboard

The Seqrite DRPS dashboard provides a unified overview of all monitored asset categories,
displays real-time alert statistics and trends via interactive cards and graphs, and
summarizes incident responses and alert sources for quick assessment of your
organization's security posture.

<= SEGRITE noigital Risk Protection Services Q_ Searchbystatus 30Days ~ (AN o

@ Dashboard Brand Identity Digital A Cor Property ITInfrastructure C-Level Employee Supply-Chain

0 0 0] 0 0 1 1

£3 Asset Management

Alerts Alerts Alerts Alerts Alerts Alerts Alerts
® Incidents Center v Open 0 Closed 0 Open 0 Closed 0 Open 0 Closed 0 Open 0 Closed 0 Open 0 Closed 0 Open1 Closed 0 Open 1 Closed 0
0: Reports
8% Administration
oo P

Alerts Critical Alerts

3% supportTeams - Qver-view of all the alerts 2
& AlertManager ° @ @ HEsE

Supply ChainRisk 04 Fepruary 2026 06:30
AM

EmployeePhone 04 February 2026 06:30
AM

Alex Smith 10} num...
admin

Incident Response Chart Alerts By Threat Type

Websites and Blogs
Social Media Platforms
Marketplaces

Alex
Forums and Bulletin...

Search Engine Results
Deep Web
® Open @ Closed Darknet/Dark Web [ ]

Email and Spam Lists

Dashboard Metrics
Metric Name Description
Alerts Count Widget Alerts received from various verticals of

DRPS, for example, Brand monitoring,
Domain monitoring, Social Media
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Metric Name Description

Monitoring (Communications), Intellectual
property, EASM, Third Party Risks

Alerts Trend of total alerts created vs closed and
Open/active

Critical Alerts Alerts with high severity for immediate
attention and closure

Incidence Response Chart Alert distribution across resources vs their
closure

Alerts by Threat Type Distribution of Alerts by Threat Type (For
example, Dark web, EASM, Website and
Blogs)

Global Search Bar

You can search the alert by status, alert name, alert name, alert name, alert name, alert ID,
severity level, asset name, Email address, domain name, IP address, assignee name, and
category along with the specified number of days.

Notifications

The upper-right section of the Seqrite DRPS console shows various types of notifications
along with the following details:

e Description

e Incident Id

e Severity (Low, Medium, High, Critical)
e Incident details

e Source of alert

e Assigned to

e Alert status

e Evidence snapshot

o Affected assets

User Actions on Notifications
You can take required actions on notifications such as:

e SOS (Send urgent alerts for immediate assistance)

e Take Down (Request legal action to remove the threat)

e Assign (Assign alert to your team member)

e General Support (Ask our team for more details about this alert)
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Change Notification/Alert Status

You can change the notification status to Open or Report as false.

Help and Support

Redirects you to Seqrite Technical Support for any assistance.

User Profile

The User Profile section on the upper-right corner of the dashboard shows the name of the
registered user.
When you click the logged-in username, the options are displayed:

e Role

e Email ID

e License Information: Shows your allocated license details such as, your plan type,
covered assets, and feature activation status.

e Alert Normalize: This process will analyze and correlate alerts across all security
categories using Al-powered normalization.

e Change Password

e Setup 2FA

Copyright ©2026 Quick Heal Technologies Ltd. 10



Asset Management

In Asset Management, details of organization’s
media handles is captured.

asset such as are domain name, URL,social

Collecting detailed asset information ensures comprehensive monitoring for security and

compliance. This process verifies that your organization legitimately owns or manages each

asset, enabling proactive protection and risk mitigation.

= SEQGRITE pigial Risk Protection Services

& Dashboard

Digital Assets  Communication Channels

Brand ldentity

@  incidents Center o
Company Details
Repars
Cempany Narme® ()
B2  Administration
7 Suppon Teams ¥
Slegan ¢
G AlertManager
Address
Addross]
o Alex Smith
Area
Country
ity

Brand/Product Details 1

Brand Name ()

Industry Type 0

Trademark Name Trademark Logo/ficon

Advertisements & Marketing Material

Select Ad. type

elactual Froparty

o @

Minfrastructure C-LevelEmployes  Supp 2

Registration Number®

Industry Typa® ()

Landmark

Stato 0

Pincode )

Brand Loga/icon ©

Brand Tagline

@ Application Nurber (;

Suppon Roquast
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Following asset details need to be collected from the organization to start monitoring:

1. Brand Identity: Includes company name, logos, trademarks, slogans, and marketing
materials to protect brand reputation.

e Organization Details such as Org Name, Registration number, Slogan, Industry
they belong to, Address and other geo location details.

e Additionally, we can add Brand / Product details, Logos of that product,
Trademark details and Logo.

2. Digital Assets: Covers official websites, domains, subdomains, mobile apps, and
digital media assets.

e Organization main website URL, website colour scheme, website content
e Application type, application URL

e Owned brand domaim

e Product/brand images, video URLs, application screenshot.

3. Communication Channel: Corporate emails, customer service numbers, SMS sender
IDs, and social media accounts monitored for fraud or impersonation.

e Official Email IDs

e Phone numbers,

e Sender IDs

e Social Media Accounts

e Chat Applications used within the organization like teams etc.

3. Intellectual Property: Patents, copyrights, trademarks, and trade secrets
safeguarding your creative assets.

e Patent Information

0 Patent Number
O Brief summery of invention

e Copyright Information
0 Title of Work
O Registration Number

0 Short Description of Work

4. IT Infrasructure: Details about servers, operating systems, firewalls, firmware, and
on-premises software crucial for cybersecurity.

e Public facing server IP Information

Copyright ©2026 Quick Heal Technologies Ltd. 12



O Name
O |IP Address
O Location

e Operating System

e Firewall and Firmware

e On Premises Software/Inventory
e Router and Switche

4. C-Level Employee: Records of top executives including contact details and photos to
prevent impersonation attacks.

e Full Name
e Position/Title

e Email

e Phone Number
e Location

e Photo

5. Supply Chain Management: Information on vendors and partners, including their
domains and contact details to detect third-party risks.

e Vendor/Customer Name

e Vendor’s/Customer’s Domain
e Email

e Phone Number

Note: After completing all asset information forms, allow up to 24 hours for the system to
initialize monitoring and begin generating alerts. This initialization period ensures accurate
threat detection and monitoring across all your registered assets.
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Incident Center

The Incident Center is the central dashboard where detected digital threats are collected,
organized, and managed.

Incident Center gives a clear overview of all alerts in one place. It also includes an incident
the Incident Response chart shows the number and severity of alerts assigned to each team
member for efficient tracking and resolution.

= SE&'TE Digital Risk Protection Services Q Searchby email address o 6 o

& Dashboard Home / Brand Identity Incidents

€8 AssetManagement

_ pr——
@ IncidentsCenter  ~ Alerts
Ower-view of all the alerts

SURESH [T1open |

*  Digital Asset

®  Communication Channel

®  Inteliectual Property

®  [Tinfrastructure

®  C-LevelEmployes

*  SupplyChain

0% Reports
. oo @
8% Administration
AlexSmith Filter By Sub Category
admin -
Frambte TaDate
SelectSubCategory = ncidkat Status ® a0 o R mm/dd/yyyy O mmy/dd/yyyy O
Assigned
Incident ID Title Severity Affected Asset Status Date & Time Action
to
. . - Brand- SURESH 04 November 2025
Fins-0008 9 ULl Identity REDDY 2t 02:10PM
. Brand- . 03November 2025
FINS-0007 Exposed BINNumber — 7458963210 Critical Identity Alex Smith Resolved 07:04PM
. Brand- More 310ctober 2025 06:08
FINS-0008 Name Exposed on Dark Net. High ety Alex Smith Open o
. Brand- . 31 0ctober 2025 06:08
FINS-0005 Name Exposed on Dark Net. High oty AlexSmith Open HY

It also gives a list of incidents along with details such as, incident ID, Title, Severity, Affected
Asset, Assigned to, Status, and Date and Time.

Filtering Incident List

You can filter the incident list by category, subcategory such as Company, Address, Brand
Details, Card Information, Incident Status (All, Open or Resolved), and by Date.

lii

SEQRITE npigital Risk Protection Services Q Searchby category o0 o

@& Dashboard Filter By Sub Category

From Date ToDate

Incident
3  AssetManagement SelectSubC.. ~ s @ Al O Open O Resolved mm/dd/yyyy O mm/dd/fyyyy O
@© Incidents Center ~
Incident Affected Date & Time

Assigned
Title Severity * Status Action
e Brandldentity L Asset b '
®  Digital Asset 04
FINS- ) Brand- SURESH November
D
, 0008 °ge g Website High identity REDDY Open 2025 02:10
®  Communication Channel PM
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Viewing Incident Details

To view details of an incident, follow these steps:

1. After logging in to Segrite DRPS, go to Incident Center.

2. Select the incident whose details you want to view and cIickE| in Action column and
then click View details.

SEQGRITE nigital Risk Protection Services Q. searchbyIP address AN Y] o

@ Dashboard

3 AssetManagement

@ Incidents Center -
Filter By Sub Category

e Brandldent From Date ToDate

cident
SelectSubC.. ~ - @ G Op O Resolved mm/dd/yyyy O mm/dd/yyyy O
® Digital Asset e
®  Communication Channel cident Affected Assigned Date & Time
Title Severity . Sta
A to
® Intellectual Property
ITInfrastruct o
. nfrastructure FINS- 8 . 3 Brand- SURESH Novem
0008 Impersonating Logo Detected on Phishing Website High Identity REDDY Open 20250] B Viewdetails
PM
®  C-LevelEmployee
&, Assign
03
FINS- . Brand- Alex Novem| s reselve
! 0007 Exposed BINNumber — 7458963210 Critical Identity Srmith Resolved 20250 © Mark as resolved
o AlexSmith PM
admin P Reportasfalse
310c
EINS- Brang- 2l 106

Incident detail page appears with following details:

¢ Incident Description: You can view full incident summary, impacted assets, and
recommended actions.

e Activity: This section provides log of all incidents related actions including
generation, assignments, status changes, team escalations. Gives track of from
incident detection to resolution.

e Take Action: You can take actions such as:

0 SOS: For Immediate assistance and any kind of support required.

0 Take Down: To take down harmful and fraudulent content.

O Assign: To assign alert to appropriate team members within the group to
ensure prompt and efficient handling and resolution of incidents.

O General Support: To ask more details about the incident to Segrite team.

e Credits: SOS and Legal Credit show how many emergencies and legal actions are
available.

Note: Credit limits are defined based on the license type.

e Source of Alert/Incident: Shows where the incident originated.

e Assigned To: Shows incident is assigned to whom.

e Alert Status: Shows the status of alert that is, Marked as resolved or Report as false.

e Evidence Snapshot: Displays all the supporting images or documents collected for
the incident.
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o Affected Assets: Shows which company resource is being monitored or impacted by
the incident.

I
[

SEQRITE npigital Risk Protection Services Q, Searchbyassetname JANN ) o

& Dashboard Home / Brand Identity Incidents / Alert Detail

€3 Asset Management
Impersonating Logo Detected on Phishing Website @ high

® Incidents Center v 9
Incident ID: FINS-0008 04 November 2025 02:10 PM

0 Rreports

e ) Short Description Take Action

86 Administration

2o
o
5

Aphishing siteis using a very convincing copy of the FinSure login page, including a subtly Take Assign [
% Support Teams v misspelled loge (“Finshure”), to trick customers into giving up their login details and one-time (= Support

security codes (OTPs). Thisis a High severity brand impersonation attack.

s

g AlertManager

Description
Credits
Automated brand monitoring found the active domain “finsure-login.online” which perfectly clones
the official FinSure login experience (colors, layout, etc ). The page intentionally uses the misspelled SOS Credits
logo asset (“Finshure”), a visual trick to deceive users. Since the page asks for usernames, o
passwords, and OTPs, the attackerislikely using areal-time relay systemto steal credentials and
bypass 2FA. Legal Credits
o Alex Smith o 1. Malicious Domain: finsure-login.online (Hosting IP: 190.5.100.1%) 12
admin 2. Tactic: Visual deception viamisspelled brand mark (“Finshure ) and cloned user interface.
3. Malicious Intent: Credential and OTP harvesting: potential session cookie theft.
Evidence: Source of alert
1. Sereenshot (phishing landing page with misspelled logo): Open Source Intel
https://i.ibb.co/fnshure/impersonated-loge-sample.png
2. Archive snapshot (preserves page for evidence): https: //archive.is/finshure-login-online
Impact: .
Assigned to
1. High Account Takeever Risk: Customers who interact with the page face high likelihood of
losing their account access. SURESH
2. Financial & Pll Loss: Potential for financial loss, exposure of personally identifiable
information, and unauthorized transactions.
3. Brand Harm: Material reputational damage due to the convincing visual mimicry and
deceptive use of the logo
4. Security Bypass: Elevated risk that attackers can defeat Twe-Factor Authentication (2FA) via
real-time OTP relay. Alert .
Status :

Recommendation:

1. Takedown (Immediate) : Initiate immediate takedown procedures for the malicious domain

(finsure-login[.Jonline) with the registrar. Submit an abuse complaint to the hosting provider

forlP190.51.100.7* to have the phishing page and kit removed
2. Internal Containment: Block the domainand IP address across all corporate security

perimeters (e.g., firewalls, secure web gateways, email filters) to protect all internal

employees. Evidence snapshot
3. Threat Intelligence: Add the domain, IP address, and the "Finshure" misspelling (as a

keyword) to the internal Threat Intelligence Platform (TIP) and SIEM as active Indicators of

Compromise (loCs). . Updated: November 04, 2025, 2.10PM
4. Awareness : Alert the customer-facing Fraud and Support teams. Provide them with details 5T
and screenshots of the fake logo so they are prepared to assist customers who may have
been compromised.
Affected assets

Alert Types Generated

Following DRPS alert types will be generated and shown on Portal:
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Category

Use Case Description

Brand Identity

e Brand name misuse detection — Identifies unauthorized use of
the brand name across the internet, including fake ads or
promotions.

¢ Trademark & Logo Infringement - Scans web, marketplaces,
apps, and social platforms to detect unauthorized use of logos
or brand visuals

Digital Assets
(Domains, Web
Presence)

e Domain abuse & lookalikes — Finds typo-squatted or
impersonating domains designed to mislead users.

* Domain expiry & SSL monitoring — Tracks certificate expiry
and domain validity to avoid outages or security issues.

Communication

e Monitoring of organizational emails & phone numbers —

Channels Alerts on exposure or misuse of official communication
identifiers.
e Fraudulent Support Number Detection — Searches all search
engines for fake support numbers
Intellectual e Copyrighted content misuse — Detects illegal use of original

Property (IP
Assets)

content such as documents, images, software, or videos.

¢ Patent Misuse Detection— Monitors patent metadata to
identify unauthorized referencing or copying.

IT Infrastructure

* Server Misconfiguration Detection— Automatically identifies
internet-facing servers and flags for any misconfigurations or
Open Ports.

* Vulnerability detection on exposed infra — Flags weaknesses
such as open ports, outdated software, and
misconfigurations.

C-Level Employee
(VIP Monitoring)

e Credential leakage checks — Alerts when executive emails,
passwords, or phone numbers appear in breaches.

Third-Party Risk
Management

e Vendor reputation & exposure monitoring — Tracks cyber risks
tied to key partners, suppliers, and outsourced teams.
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Reports

Reports are assigned a unique score at the brand level, where a higher score indicates
greater risk. You can retrieve a complete report for any given date, and the report will be
delivered directly to your registered email address.

I
I

SEGRITE nigital Risk Protection Services Q Searchbyalertname. o0 o

Dashboard
Home / Reports

From To
Incidents Center ~ DownloadReport mm/dd/yyyy 8 mm/dd/yyyy O
84 Administration
Alerts Count By Threat Type Overall Brand Risk Score

Risk Level High o

®
£3  Asset Management
®

#h  Support Teams ~

‘@ AlertManager Imitating Domains

5

Data Leaks
e Imitating...

Social Media Handles
5 32.0
Alex Smith » outof 100
admin
B Good @ Low B Medum B High

It Infra Vulnerabili...
W Critical @ Extreme

10 Trademarks
4
Significant security issues require
immediate attention.
Alerts By Threat
Type
Incident Tybe of
Title Severity Status Assign Date & Time Action

Download/Export Reports

To export reports, follow these steps:

1. After logging in to Seqrite DRPS, go to Reports.
2. Select a date range and click { & ] )

The system downloads the report for the selected date range.
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Administration

The Administration section displays a list of all sub-admins added to the system and allows
you to manage them efficiently. Within this section, admin can add new sub-admins, edit
their details, and control their status by activating or deactivating accounts.

Add Sub-Admin

To add sub admin, follow these steps:

After logging in to Seqrite DRPS, go to Administrator.

Click Add Sub-Admin.

Enter first name, last name, and email.

Select Read and Write permission for each category and click Add.

PwnNpE

Edit Sub-Admin

To edit the sub-admin details, follow these steps:

1. After logging in to Segrite DRPS, go to Administrator.
2. Select the sub-admin you want to edit and click Edit.
3. Edit the details and click Submit.

Activate/Deactivate the Sub-Admin

To activate or deactivate the Sub-Admin, follow these steps:

1. After logging in to Seqrite DRPS, go to Administrator.
2. Select the sub-admin you want to activate/deactivate and click Edit.
3. Switch the User Active or Inactive toggle and click Submit.

Resend Invitation

If a sub-admin’s application access invite has expired, the admin can resend the invite.
To resend the invitation, follow these steps:

1. After logging in to Segrite DRPS, go to Administrator.
2. Select the sub-admin you want to resend the invitation and click Resend Invitation.
3. Switch the User Active or Inactive toggle and click Submit.

Copyright ©2026 Quick Heal Technologies Ltd. 19



Support Team

The Support Team is divided into three groups—the War Team, the Legal Team, and General
Support—each responsible for handling incidents in their own area. Each gives incident
details such as, Incident IDs, title, severity, affected asset, status, assignee, date and time
and incident response chart.

War Team

In the War Team, you can view all alerts assign for immediate action after an SOS is
triggered, including critical communication and social media exposure, along with their
status and available team response action.

= SEQRITE nvigital Risk Protaction Services Q sreh by diomain narn o6 @

@ Dashboard Home [ War Team

3 AssetManagement

War Team Response Chart

@ Incidents Center ~ Alerts
Ower-viewof all the alerts

i - ==

aE | |

82 Administration —_—

A& SupportTeams ~

.

®  LegalTeam

*  General Support

L ] o L]
Alex Smith
admin

War Team @ mm/dd vy O mm/dd sy B
FING- Impersonating Logo Detected on Phishing = T TIEY . oy SURESH
[alelal:} Wehsite High Brand-identity Open Pending RELIGY
;I.:-:S? Exposed BIN Number — 7458963210 Critical Brand-identity Resolved Pending Smith
EINS _ _

Legal Team

In the Legal Team, you can view and manage all alerts sent for takedown and legal review
via the Take Down action. Track their legal status, access supporting documents, and
monitor progress towards resolution.

General Support
Technical assistance provided by the team to address customer queries and issues.
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Alert Manager

Segrite DRPS also supports APl integrations with chat applications like Microsoft Teams,
Slack, Telegram, Google Chat, and Discord. You can set up custom notifications within these
apps, allowing your teams to receive and respond to alerts directly in their preferred
communication platform.

<= SEQGRITE Dpigital Risk Protection Services Q, searchby assignee name o0 o
® Dashboard
-
« -
3 Asset Management J
Telegram Google Chat Slack Microsoft Teams

@ Incidents Center v

Setup Notification Setup Notification Setup Notification Setup Notification
0 Repors

Administration

oo
o+

a

Discord

Setup Notification

l:f Support Teams v

A
B AlertManager

Connected Accounts Setup Notification

D Friendly Name Platform URL/Token Actions

° AlexSmith
admin

Setup Custom Notifications

To set up custom notifications with chat applications, follow these steps:

1. After logging in to Seqrite DRPS, go to Alert Manager.

2. Click the platform for which you want to set up custom notifications and click Setup
Notification.
The Setup Notification screen appears.

Setup Notification ®

Select Platform

Telegram -

Bot Token

Enteryour Telegram Bot APl Token. If you don't have one, create abot via BotFather

Friendly Name

Enteryour bot friendly name

ChatID

Enteryour Telegram Chat ID.
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3. Select the platform, enter your BOT API token, enter name, chat ID.
4. Click Test, if successful, click Save.

Copyright ©2026 Quick Heal Technologies Ltd.
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